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o35 2HA A7t 22HA BE & 'FROM 22 0|0|XI'2 2= Z4H|0[L O[OfX|
Hi & TP Jjar/.war/ ear o=
UCER/HENY 2| | 2E, I7 (X, S2A HJATHO|A, D=, Z4E(0|H
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x7|3t 25 EE|A Init H[AE postStart
AR X E2|A Destroy HIAE preStop
S2IY(Cleanup) Xt | finalize(), ACtR = Defer ZiE{|O|LH*
HIS7| & HE MY ThreadPoolExecutor, ForkJoinPool &
F71H A Timer, ScheduledExecutorSerivice I=EZ
2R A o2 A= HIZAME
A e System.getenv( ), Properties i mELENE LY




Container

n

v H|0] &H (Inversion of Control, 10C)

v ZAH|o|H o|0|X|= SILte| XS ol Zot= 7| THRILL.

v ZH|0| o|0|X|= otLte| &0 2lof A~RElH, EelA F7|71 /ULt
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HQ| L§2| @ AL (Predictable Demands)
X HYZE (Declarative Deployment)

AEf H A (Health Probe)

F7| &2] (Managed Lifecycle)

H X] (Automated Placement)
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O|E8 (B 2EC|X| ArE, 58 ZE AI8)

Xt 273 Ate (spike & X|= A{H|A)
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1. TEIY o|&EE

- 2E2|X| (emptyDir, PVC), hostPort, ConfigMap, Secret

- et = Hn|aWo| WEE[X| e, HHO|H = L2of 2AHZFYE = UKL AFRE[X|= =Lt
2. X2l ==t

- U= 715 X2l (compressible resource: CPU, Network bandwidth)

- U= =715 X (incompressible resource: M| 2 2|)

- requests / limits == -Xms -Xmx (Java 210 &% A| g 22| Ajo|= M)
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apiVersion: v1
kind: Pod
metadata:

name: random-generator

spec:

containers:

- image: k8spatterns/random-generator:1.0
name: random-generator
resources:

requests:
cpu: 100m
memory: 100Mi
limits:
cpu: 200m
memory: 200Mi



OS5 Hel LHel 2+ Al
> OtE MH|A EE (Pod QoS)
v XA (Best-Effort) LtE
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o= EHel el 8+ A

3. ot 24=4
- ItE 2=l (Priority), LtE 417 (Preemption)
- PriorityClass
- value U40| =5 58 FU=7l ==
- priority admission controller &%}
- 2A|EY0 EE

- system-cluster-critical, system-node-critical

*LEOM oHE & MH|A FE
* AA|E 7t ThE HiX]: otE M

* PodDisruptionBudget

apiVersion: scheduling.k8s.io/v1beta1
kind: PriorityClass
metadata:
name: high-priority
value: 1000
globalDefault: false
description: This is a very high priority Pod class

apiVersion: v1
kind: Pod
metadata:
name: random-generator
labels:
env: random-generator
spec:
containers:
- image: k8spatterns/random-generator:1.0
name: random-generator
priorityClassName: high-priority



o= EHel el 8+ A

apiVersion: v1

4. T 2N E X2l kind: LimitRange
metadata:
- 2| =2 E] (ResourceQuota) name: mem-min-max-demo-Ir
- CPU, H| 22|, 2E2|X] N ALEF g
imits:
- I s A|3El otE, MH|A S99 & 7| - max:
memory: 1Gi
. EIEIIEEiI?_lII (LimitRange) min: !
- 2k X2l 2olct 7|27 X|c) XpU2F M memory: 500Mi
' type: Container
- Container, PersistentVolumeClaim &
- LimitRequestRatio ainersion: vl
X1l M5k Alo|o| Xt0] ZHS % kind: LimitRange
g1t Mgk Afoje] Xjo] Zk= H|of metadata:
name: storagelimits
spec:
limits:
- type: PersistentVolumeClaim
max:
storage: 2Gi
min:

storage: 1Gi
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3. =2F-1

2l HfZE (Blue-Green deployment)

- Service 0| A Selector & &
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4. 7tLI2|ofF B E2|A (Canary release)
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- Kubelet O] ZiH|O|L{ == M| A0f CHol 2L|ET
2lo|EL|A M (Liveness probe)

- HTTP GET 23 (200 ~ 399 2% I =™ H4ih
- TCP 27 AA (2% AZAY| HS55IH Fd)

[ -



3. gIC|L|A A (Readiness probe)
- HTTP GET 2% (200 ~ 399 &} Z =™ M4
- TCP &3 AZE (A3 AHZAO| dS5tH BY)

- Exec 4% (F2AE7H0 0| A

* MII5tH container £ Service Endpoint 0| A X7



livenessProbe:
httpGet:
path: /actuator/health
port: 8080

initialDelaySeconds: 30

HTTP= Iocalhost 8080/actuator/health
Liveness =¥5l7| ¥ 30X E 7|CIE

readinessProbe:
exec:
command: [“stat”, “/var/run/ready”]

O{SE|#|0]440] MH|AE RFS X[
=7t Q=X =T + A=

X of 2 =tol
stat 2 uf°'0| ZI{SIX| o™ of 2] Bzt
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* Pod 2i|'"20]| O}l 7 Container 2|®!0]| H-&

1. A|2™ M= (SIGTERM)

- FHYIE|A7L HE| 0| & BF7|2 E8ME I HH 0L Ei= M= (eg, 2tO|EL|A HA i)
2. A|1Z M3 (SIGKILL)

-AOEHoZ ZSRE|X| #oM AU BN

- 7|Ct2l= AlZt default 30X : .spec.terminationGracePeriodSeconds ZE 22 2 9|
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3. postStart
- postStart = ZIE|0|L{2| ENTRYPOINT2l SA| 4, =2 M|A2E= 571 WA X 2 &
- postStart 7} 2t2E [ff 7tX| Pod £ Pending, Container = waiting &E{f 2}
- postStart 7} exec 2 0 0] O}l S5 FEF 2|E5IH Y| 0| Z2M|A= FHUYE[A0 elsl A E
-2 4 7tsdr U, o o H HY oo = HA
- 2O A ZHA & OSFX| @52
4. preStop
- H|0| 7} S&E|7| o ZHHO|HZ MEE|= =
- A S L5k W20 ZAHO|LHAIM A D™ SE0| 27I5E I AHE 75
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5. Init Container
- Pod 2i|'80f| M

- Init Container 22 = main Container 7} A=l
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1. 7t8¢t L E X3
- Allocatable = Node Capacity - Kube-Reserved - System-Reserved [sshd, udev OS A| A O 2]
- 74E o] 7} Qo™ X} 2D = Se|o|AFH mE (placeholder pod)E ‘d/85t0] X1 2|



XS Hi A

2. Z4g|o| X} @7 Ol 6-2 A72] 242 o
. . {
- request / limit "kind" : "Policy”,
x4 kH "apiVersion" : "v1",
3. HiX| (Placement) &*4 oredicates® : [ 0
) . e {"name" : "PodFitsHostPorts"},
pollcy 1o {"name" : "PodFitsResources"},
- custom Scheduler gg {"name" : "NoDiskConflict"},
{"name" : "NoVolumeZoneConflict"},
.spec.schedulerName og xlxo-l {"name" : "MatchNodeSelector"},
{"name" : "HostName"}
],
"priorities" : [ (2]
{"name" : "LeastRequestedPriority", "weight" : 2},
{"name" : "BalancedResourceAllocation", "weight" : 1},
{"name" : "ServiceSpreadingPriority", "weight" : 2},

{"name" : "EqualPriority", "weight" : 1}

Ol= LE B TE 2610 H|ISts F2I0|Ct o2 S0 PodFitsHostsPorts= 0| LE A}
20| 7Ks8 LE0|0t EX DXE SAE TEE QAFIEE NIEE AH SIS
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Oi%| 6-4 == OJI|LIEIE 1%l oje

4. nodeSelector

apiVersion: vl
kind: Pod

- AF2 X} ™| Label -> disktype: ssd netadata:

name: random-generator

- 7|2 Label -> kubernetes.io/hostname ity
— nodeAffinity:
5. h:E O-I'u'l L‘I El requiredDuringSchedulingIgnoredDuringExecution: (1]
R nodeSelectorTerms:
= nOdeSe|eCt0r % OE“EI_I-QI'OLI' IE-IIE' HoH:é.'I - matchExpressions: 0

- key: numberCores
operator: Gt

- required..., preferred...

values: [ "3" ]

preferredDuringSchedulingIgnoredDuringExecution: (3]
- matchExpressions, matchFields - vt 1
preterence:

operator: In, Notln, Exists, DoesNotExist, Gt, Lt o aiatanme °

operator: NotIn
values: [ "master" |
containers:
- image: k8spatterns/random-generator:1.0
name: random-generator

371 Z=at
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6. TtE OI|L|E|Q} = QIE|O{m|L|E]|
- otE 24 3 o E {5 HiA]

- required..., preferred...

OllK| 6-5 M= Ofu|LIE|E 2= T=

apiVersion: vl
kind: Pod
metadata:
name: random-generator

spec:
affinity:
podAffinity:
requiredDuringSchedulingIgnoredDuringExecution: (1]
- labelSelector: (2]
matchLabels:

confidential: high
topologyKey: security-zone
podAntiAffinity:
preferredDuringSchedulingIgnoredDuringExecution:
- weight: 100
podAffinityTerm:
labelSelector:
matchLabels:
confidential: none

N~

topologyKey: kubernetes.io/hostname
containers:
- image: k8spatterns/random-generator:1.0
name: random-generator

O Uiy =M Mg ZQI ECHE o=t 21 E oie HiX|of cEt E4~ 2]o|ct

O &7 XIS OEE 37| 918t 2lo]E AAEC,

O confidential=high 2{|0|ES 7}7 mt=7t Aldl F01 L.== security-zone 2|0[£0] {0{0} Sict,
of7|0fl HeolE mes SYet 2lolEn US W ool AASE ECL
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7. H2IEQ} =22fo|M
- 2AEH = AIRY = 9l LEo AFEE 58 . SEQ (opt-in)
- effect: NoSchedule, PreferNoSchedule, NoExecute

Ollxl 6-6 EIQIEE Of|x| 6-7 HIQIE =0 CHEH = E2q2fo|M
apiversion: vl apiVersion: vl
kind: Node kind: Pod
metadata:
name: master metadata:
spec: name: random-generator
taints: (1] spec:
- effect: NoSchedule containers:

key: node-role.kubernetes.io/master - image: k8spatterns/random-generator:1.0

name: random—generator
O L=V} o] HIQIEE E2{2|0|M5t ARE Meletns siE =0 AAHEZ0| 27Hs5ICD EAIGH | tolerations:

2ol le=o| HAloll HIQIES XIFSICt, - key: node-role.kubernetes.io/master (1)
operator: Exists
effect: NoSchedule (2]
@ node-role.kubernetes.io/master 7|2 E1|°| E e E E2Y0|ME AHEES 12508t
_'_oc:! ZAE0ME OIAEZR DIEJL AHEY = Ag U7| Y6H OtAE =0 HIES HYS

Ct. SHX|2F S22 0[&2 0] It=7t OtAEZ Aﬁla 12+ U
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F7|1™ & (Periodic Job)

O-2 AMH|A (Daemon Service)
AH|O|EE A{H|A (Stateful Service)
AH|A CJAF{H 2| (Service Discovery)

Xt7]| Q14 (Self-awareness)



2AZZ0| 253t n718/9= ZFOF Sh=0| 0|F floll B2 2|22 ER

AlZE 7o F AAIEE = OfECIZI0lM2] EF 0|2 = HA| o FelFAo| M| 718/80| =OfoF &

* kind: CronJob
* .spec.schedule : [Minute] [Hour] [Day_of the_Month] [Month_of the_Year] [Day_of_the Week]

_E_nl-tl. "*/3 * k K kU DHAI?_} “O kk ok R

* .spec.concurrencyPolicy: Allow(0] &0| =11 UM ME2 & 444), Forbid, Replace
* spec.successfullobHistoryLimit: 2t29t £o| S|AEE|E R 77X |X|

* spec.failedJobHistoryLimit: &ifict 2| S|2E2|F R 747X /X
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* kind: DaemonSet

=0 JVM §|2 A E
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* nodeSelector £ ZR%t R E L E0f pod & &
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* kind: StatefulSet

*a=M 22| F fIoll CustomResourceDefinition 1f Operator & A&
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1. 2E2|X] volumeClaimTemplates:
- volumeClaimTemplates - metadata:
name: logs
spec:

accessModes: ["ReadWriterOnce” ]
resources:
requests:

storage: 10Gi



2E|O|EE MH|Z

2. HEZ metadata:

- headless service name: mariadb

spec:
- mariadb-0 pod 0ff EZ2& = A= MH[A F clusterlP: None
mariadb-0.mariadb.default.svc.cluster.local selector:
app: db

- X|C{ St StLt (at-most-one) H & ports:
Lo X7 EZAE W otV SEXIUSS e = - name: tcp
QiCHH CHE =20 MZ22 TS 2A|Z5HK =Lt port: 3360

Ofz BEL2E MZ2 pod ‘48 7t

kubectl delete pod _<pod>_ --grace-period=0 --force



MH|A C|A7{H ]

o 2
SHol FHUE|A TIEO| S2{AE Q|5 endpointS XX, S2, C|AHHE|sH= HE TS| 0f
2 Yojct.

TR
1. i & AH|A E|AHEH 2
- Service & £t WtH (Selector £ 0| &)
. 24 M (XXX _SERVICE_HOST=10.109.72.32, SERVICE_PORT=80)

.DNS & X E E¢t C|AFH2| (mariadb.default.svc.cluster.local)

. HIC|L A HA (pod 2| readiness 7} false O] endpoint SS0|A X|#)

L)



MH|A C| A7 1 2]

2. T& AMH|A C|AFH 2
- Q|E MH|A HAZAA|0| selector = H|2|

- type: ExernalName 22 87 75

kind: Service
spec:
type: ExeternalName
externalName: my.database.example.com
ports:
- protocal: TCP
port: 80

kind: Service
spec:
type: ClusterlP
ports:
- protocal: TCP
port: 80
kind: Endpoints
Subsets:
- address:
- ip: 1.1.1.1
- ip: 2.2.2.2
ports:
- port: 8080
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1. Downward APl A2

env:
- name: POD_IP
valueFrom:
fieldRef:
fieldPath: status.podIP
- name: MEMORY_LIMIT
valueFrom:
resourceFieldRef:
containerName: mariadb

resource: limits.memory



x| Q1A

* fieldRef.fieldPath
- spec.nodeName, status.hostlP, metadata.name, metadata,namespace, status.podIP

- spec.serviceAccountName, metadata.uid, metadata.labels['key’], metadata.annotations['key’]

* resourceFieldRef.resource

- request.cpu, limits.cpu, requests.memory, limits.memory



kubectl §E0| {Z i

API server
I Cloud
I "W provider Cloud controller
manager
- I API :
- = I (optional) cc
1
’ I
: Controller
1
I I manager o

l
|
|
|
|
|
i — eted
|
|
|
|
|
|
|
|
\

Node Node Node {persistence store)

apl
I I kubelet
-
o0
. B —
kube-prox:
etcd kubelet kubelet kubelet -proxy
-
I @ @ Scheduler
Control Plane I k-proxy B ooy k-proxy

—— Control plane ——————-

D000

£
¥

3
®
Z

@

-
4

Node

https://kubernetes.io/docs/concepts/overview/components/

1. eted resource % (cpu, memory disk, network etc. -> too many leader election)
2. API-Server 2| 53 HE

3. cotroller manager & scheduler tls 0|1+ (too many restart)



Docker Orphan process

Init(1) Process

SIGTERM
kubectl delete pod

v

SIGKILL
systemctl stop docker

A 4

Init(1) process

- Worker process

- Worker process

Nginx docker

Host



system paremeter

1. ipatables forward (service load balance, port forward)

- net.ipv4.ip_forward=1

2. inode watch error
- file M2} 20| & = Oj
- node 7} Ready 2 Not Ready € 9=
- syslog
- Isof -K'| grep inotify | (less||more||pg)
- fs.inotify.max_user_watches=1048576



kubelet cpu pinning

kubelet.env

--runtime-cgroups=/kube_whitelist --kubelet-cgroups=/kube_whitelist

kubectl.service

ExecStartPre=-/usr/local/sbin/kube-cgroup.sh

kube-cgroup.sh
"/sys/fs/cgroup/system/kube_whitelist”
"/sys/fs/cgroup/cpuset/kube_whitelist”
"/sys/fs/cgroup/cpu/kube_whitelist”
"/sys/fs/cgroup/memory/kube_whitelist”

"/sys/fs/cgroup/cpuset/kube_whitelist/cpuset.cpus”



Istio Architecture

Istio Mesh

Service B

Ingress
Gateway

Egress
Gateway

O—©

Mesh traffic
O Proxy >

Discovery
Configuration
Certificates

Control plane

u istiod Pilot Citadel Galley

Istio Architecture



Istio Traffic Management

Gateway
Host: foo.com - Actual Request Path
Port: 443
TLS certs S Logical Request Path
’ implements
VirtualService DestinationRule
Host: foo.com Host: Service Y
Ingress Rewrite_URL: ... | Subsets: v1, v2
Gateway Route: Service Y, subset v1 TLS, Circuit Breakers

i

Client

Service X

GET https://foo.com GET https://foo.com

40 Book: Istio up and running



Istio A X|

$ kubectl label ns default istio.io/rev=1-9-1

Istio Operator
Helm chart

revision: "1-9-1"
operatorNamespace: istio-operator
watchedNamespaces: istio-system
operator:
resources:
limits:
cpu: 4
memory: 4Gi
requests:
cpu: 2
memory: 2Gi

R Istio R Istio
Custom Resource Ingress/Egress
apiVersion: install.istio.io/v1alphaT apiVersion: install.istio.io/v1alphaT
kind: IstioOperator kind: IstioOperator
spec: spec:
revision: "1-9-1" revision: "1-9-1"
profile: default profile: empty
meshConfig: components:
accessLogFile: /dev/stdout ingressGateways:
enableTracing: true - enabled: true
enablePrometheusMerge: true
defaultConfig:
discoveryAddress: istiod-1-9-1.istio-system.svc:15012
tracing:
zipkin:

address: jaeger-operator-jaeger-collector.istio-system:9411
sampling: 100.0
components:



Jaeger Architecture

OpenTracing + OpenCensus = OpenT9|emEt|"y

_ i’ python !' i
colm s e BG@E T
-'v

Application Application
Doy ST or or
Host or Container ﬁ . ﬁ
] ® Library -3 B“': end ¢\ ® Library
1 ’ : ) p ’
- ' f g < -
1 . : . .
1 . ~ 8
: | Otel Collector g
I : Service .
I ’ \
i Spans : Control 1 Back-end :
! UDP flow 7
1 ( ) Otel Collector 2 Otel Collector
1
1
1
1
I e e = v
Control flow poll Host Y Host
(sampling, etc.) Metrics + Traces

https://raw.github.com/open-

https://www.jaegertracing.io/img/architecture-v1.png telemetry/opentelemetry.io/main/iconography/Reference_Architecture.svg



Trace context propagation

Service A

a

proxy

I

x-request-id

Service B

a

proxy

x-request-id

n

x-request-id

Service C

y

3

pProxy

x-request-id

—

[ HTTP Header ]

X-request-id
x-b3-traceid
X-b3-spanid
X-b3-parentspanid
X-b3-sampled
x-b3-flags

X-ot-span-context



