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Who Am I ?

이전경력

현재 업무

‘#’해시태그로 나를 표현하기

• SECUI, Developer(’14-’16)

• Naver, Security Engineer (’16-’19)

• SKT Cybersecurity AI, Developer (’19-)

최현상
SK텔레콤 Cybersecurity AI팀

• Korea Univ., BS, MS, Ph.D. (’00-’12)

• Microsoft Research, Intern (’09-’10)

• U.C. Berkeley, Postdoc (’13-’14)

• CSMP (Cloud Security Management Platform) 개발

• CPMS (Cloud PII Management System) 개발

• 스팸필터링 시스템 고도화 개발

• ENTP (뜨거운 논쟁을 즐기는 변론가, 발명가)

• 기술덕후

• 애국자 ㅠㅠ



Previously on Tech Seminar …



https://www.orangemantra.com/blog/how-ai-in-cybersecurity-reimagines-cyberthreat/



AI in Cybersecurity

https://www.hostpapa.com/blog/web-hosting/the-most-useful-tools-for-ai-machine-learning-in-cybersecurity/



Current Projects of Cybersecurity AI Team

SMS/MMS

가족사칭

기관사칭

대출사기

사기문자 

탐지

사기문자

확정
① 키워드 

기반 분류

② 언어 AI 기반 

탐지

③ 추가 검증
(예, 중복 발송 
여부, 번호 평판, 
해외 발신 번호 

확인 등)

가족사칭 
탐지모델

기관사칭
탐지모델

대출사기
탐지모델 고객 알림

문자/음성 

차단

기존 차단 시스템 연동

보이스피싱 문자 탐지기술 클라우드 개인정보 탐지기술

스팸 필터링 고도화

deep learning OCR, 분류 언어모델

스팸 필터링 XAI (eXplainable AI)

문자 분류 기술

AI 탐지엔진

관리서버

③ 점검 
요청

개인정보 탐지 (50종 이상의 탐지 포맷: 문서, 이미지, 압축파일 등) 및 비식별화 수행

⑤ 결과 
전달

계정 담당자보안 관리자

SQL 
Database

Cosmos
DB

RDSS3
DynamoDB

CPMS
(7종 저장소 지원)

(6종 저장소 지원)

OpenSearch Redshift
Athena

Blob, File, 
Queue, Table비식별화엔진

⑥ 비식별화       
요청

Codecommit

SMS/MMS

미끼문자 탐지 모델

문자 다중분류 모델
(배송, 혜택만료, 카드결제, 인증번호, 기프티콘)미끼문자



DevSecOps

https://nordcloud.com/tech-community/devsecops-best-practices/



MLSecOps



Cybersecurity in AI

https://jiep.github.io/offensive-ai-compilation/



https://llmtop10.com/



Adversarial Attacks

https://www.rsaconference.com/Library/presentation/USA/2021/evasion-poisoning-
extraction-and-inference-tools-to-defend-and-evaluate



Extraction

https://jiep.github.io/offensive-ai-compilation/



MLaaS

https://github.com/cyberbeast/mlaas



Extraction: Real-world Example (1)



https://www.rsaconference.com/Library/presentation/USA/2021/evasion-poisoning-
extraction-and-inference-tools-to-defend-and-evaluate



ProofPoint Header

https://github.com/moohax/Proof-Pudding



Proof-Pudding Attack



Extraction: Real-world Example (2)



AdvDroid

245 DL models collected from 62,583 real-world apps



Limitations

• Training a substitute model is equivalent (in many cases) to training a 
model from scratch

• Very computationally intensive

• The adversary has limitations on the number of requests before being 
detected



Defense

• Rounding of output values

• Use of differential privacy

• Use of ensembles

• Use of specific defenses
• Specific architectures

• PRADA

• Adaptive Misinformation



Inversion (Inference)

https://jiep.github.io/offensive-ai-compilation/



Attack Types

• Membership Inference Attack (MIA): An adversary attempts to 
determine whether a sample was employed as part of the training.

• Property Inference Attack (PIA): An adversary aims to extract 
statistical properties that were not explicitly encoded as features 
during the training phase.

• Reconstruction: An adversary tries to reconstruct one or more 
samples from the training set and/or their corresponding labels. Also 
called inversion.



Inversion: Training Data Extraction





Model Inversion Attacks

Model Inversion Attack: Analysis under Gray-box Scenario on Deep 
Learning based Face Recognition System



Existing Researches

Shengwei An, et. al., MIRROR: Model Inversion for Deep Learning Network with 
High Fidelity, NDSS 2022



Inversion Attack Examples

Exploring Model Inversion Attacks in the Black-box Setting







Sensitive Attribute

https://www.usenix.org/conference/usenixsecurity22/presentation/mehnaz



Attribute Inference Attack

https://www.usenix.org/conference/usenixsecurity22/presentation/mehnaz



Defense against Attribute Inference



Inference: Real-world Example



De-anonymization of Users in the Netflix Prize Contest



Defense

• Use of advanced cryptography. Countermeasures include differential 
privacy, homomorphic cryptography and secure multiparty 
computation.

• Use of regularization techniques such as Dropout due to the 
relationship between overtraining and privacy.

• Model compression has been proposed as a defense against 
reconstruction attacks.



Differential Privacy



Applying Differential Privacy in Machine Learning



Apple’s Emoji Use Data Collection with DP

Katharine Jarmul, Practical Data Privacy



DP-SGD

Katharine Jarmul, Practical Data Privacy



DP with Pytorch: Opacus

pip install opacus



Poisoning

https://jiep.github.io/offensive-ai-compilation/





Poisoning: Real-world Example

https://www.youtube.com/watch?v=h9jf1ikcGyk



Modern Datasets

https://floriantramer.com/docs/slides/mlsys23poison.pdf



How to Distribute?

Domain 
Owner?

Whoever buys up the expired domains

https://floriantramer.com/docs/slides/mlsys23poison.pdf



https://floriantramer.com/docs/slides/mlsys23poison.pdf

Backdoor needs 0.01%
Target poisoning needs 0.0001%



Poisoning Wikipedia

https://floriantramer.com/docs/slides/mlsys23poison.pdf



Download Wikimedia

https://floriantramer.com/docs/slides/mlsys23poison.pdf



Predict the Dump Timing

https://floriantramer.com/docs/slides/mlsys23poison.pdf



Defense

• Detection of poisoned data, along with the use of data sanitization

• Robust training methods

• Specific defenses
• Neural Cleanse: Identifying and Mitigating Backdoor Attacks in Neural Networks

• STRIP: A Defence Against Trojan Attacks on Deep Neural Networks

• Detecting Backdoor Attacks on Deep Neural Networks by Activation Clustering

• ABS: Scanning Neural Networks for Back-doors by Artificial Brain Stimulation

• DeepInspect: A Black-box Trojan Detection and Mitigation Framework for Deep 
Neural Networks

• Defending Neural Backdoors via Generative Distribution Modeling

https://ieeexplore.ieee.org/document/8835365
https://arxiv.org/abs/1902.06531
https://arxiv.org/abs/1811.03728
https://dl.acm.org/doi/10.1145/3319535.3363216
https://www.ijcai.org/proceedings/2019/647
https://www.ijcai.org/proceedings/2019/647
https://arxiv.org/abs/1910.04749


Evasion

https://jiep.github.io/offensive-ai-compilation/



Evasion: Real-world Example (1)

https://skylightcyber.com/2019/07/18/cylance
-i-kill-you/



Cylance



Rocket what?

https://skylightcyber.com/2019/07/18/cylance-i-kill-you/



Attack Whitelisting

https://skylightcyber.com/2019/07/18/cylance-i-kill-you/



Cylance Bypass
https://skylightcyber.com/2019/07/18/cylance-i-kill-you/



Evasion: Real-world Example (2)



Tencent Keen Security Lab Experimental 
Security Research of Tesla Autopilot

https://keenlab.tencent.com/en/2019/03/29/Tencent-Keen-Security-Lab-Experimental-
Security-Research-of-Tesla-Autopilot/



Defense

• Adversarial training, which consists of crafting adversarial examples 
during training so as to allow the model to learn features of the 
adversarial examples, making the model more robust to this type of 
attack

• Transformations on inputs

• Gradient masking/regularization, Not very effective

• Weak defenses



Adversarial Patch Training



Tools

https://jiep.github.io/offensive-ai-compilation/



Adversarial Robustness Toolbox (ART)

XAI tools: https://github.com/Trusted-AI/AIX360







FAccT Model

Aditya Bhattacharya, Applied Machine Learning Explainability Techniques





Tools Building on ART

• Armory - Adversarial Robustness Evaluation Test Bed
• Run evaluations with ART locally or scaled in the cloud using Docker 

containers
• https://github.com/twosixlabs/armory

• Counterfit
• Command line tool to simplify running evaluations with ART in terminal
• https://github.com/Azure/counterfit

• ai-privacy-toolkit
• Tools for privacy and compliance of AI models
• End-to-end privacy evaluation and mitigation of privacy risks
• https://github.com/IBM/ai-privacy-toolkit

https://github.com/twosixlabs/armory
https://github.com/Azure/counterfit
https://github.com/IBM/ai-privacy-toolkit


ART Modules

…
https://www.rsaconference.com/Library/presentation/USA/2021/evasion-poisoning-
extraction-and-inference-tools-to-defend-and-evaluate



Example: Attribute Inference Attack using ART

https://www.rsaconference.com/Library/presentation/USA/2021/evasion-poisoning-
extraction-and-inference-tools-to-defend-and-evaluate



Example: Membership Inference Attack using ART

https://www.rsaconference.com/Library/presentation/USA/2021/evasion-poisoning-
extraction-and-inference-tools-to-defend-and-evaluate



Example: Fast Gradient Signed Method (FGSM) Attack on 
MNIST dataset

# Evaluate the ART classifier on adversarial test examples

predictions = AdversarialTrainer(classifier=classifier, 
attacks=attack, ratio=0.5).predict(x=x_test_adv) 
accuracy = np.sum(np.argmax(predictions, axis=1) == 
np.argmax(y_test, axis=1)) / len(y_test)
print("AdversarialTrainer - FGSM을 방어한 후의 모델 정확도: 
{}%".format(accuracy * 100))

Explaining and Harnessing Adversarial Examples (Ian Goodfellow)

https://sheepjin99.tistory.com/55

https://arxiv.org/abs/1412.6572
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