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Al in CyberSecurity

Faster Phishing _ Behavioural

Detection ~ Detection ~ Analytics

Network Secure Preventing

Security Authentication Online Frauds

https://www.orangemantra.com/blog/how-ai-in-cybersecurity-reimagines-cyberthreat/



Al in Cybersecurity

Sophos Intercept X

Symantec Endpoint Security

i Splunk User Behavior Analytics
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https://www.hostpapa.com/blog/web-hosting/the-most-useful-tools-for-ai-machine-learning-in-cybersecurity/
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DevSecOps

DevSecOps tooling process

Phase

SAST

REACTIVE PROACTIVE
SCANNIN SCANNING

APPLICATION:  A°PLICATION
STOPPED R

PLICAT
INNIN
OUTSIDE INSIDE
ACCESS ACCESS

SAST tools perform
static analysis to check
the application source code
or bytecode for insecure
constructs. They can
pinpoint issues accurately
but are prone to false
positives, They are also
language-specific and
cannot identify runtime
vulnerabilities.

Code / Build

laC

Infrastructure as Code

Infrastructure
Provisioning

Create, modify, and
delete infrastructure
using code

Configuration
Management
Express state of

infrastructure using
code/APIs

SCA

Software Composition
Analysis

SCA tools perform
automnated scans of an

application’s code base,

including related
artifacts such as
containers and
registries, to identify all
open source
components, their
license compliance
data, and any security
vulnerabilities. In
addition to providing
visibility into open
source use, some SCA
tools also help fix open
source vulnerabilities
through prioritization
and auto remediation

Deploy

DAST

REACTIVE PROACTIVE
SCANNIN SCANNING
PLICATION APPLICATION:
STOPPED RUNNING
DUTSIDE INSIDE
ACCESS ACCESS

DAST tools probe a running
application to safely simulate
the actions of realife attackers,
Modern products such as
Metsparker can find runtime
wulnerabilities and often confirm
them to eliminate false positves.
‘While they have no access to the
applicaticn source, they are
language-independent and can
test the entire application
environment.

WEB & API

Automated &
continuous
scans input
malicious http
requests to
web-ui & API
endpoints
covering wide
range of attacks

https://nordcloud.com/tech-community/devsecops-best-practices/

SCANNING ANMNIN
APPLICATION:
RUNNING
OUTSIDE INSIDE
ACCESS ACCESS

|AST wools attach to a
runn\ng ap plicalmn to see
what is going on inside. They
are passive, so thell’ Coverage
depends on how they are
triggered. In the case of
Netsparker Shark, the IAST
sensor continuously
communicates with the core
vulnerability scanning engine
to add inside information to
the broad coverage of DAST.

Operate

RASP

Runtime Application
Self-Protection

MONITOR
ALERT
CONTROL
BLOCK
LOG

APPLICATION

WAF

Web Application
Firewall

WAAS

WAF-as-a-Service



MLSecOps

MLSecOps

Machine Learning

Security

Adversarial

Trusted
Machine Learning

Maodel Goverance, Risk

Supply Chain
Vulnerabhilitiy Provenance & Compliance

= ]




Cybersecurity in Al

https://jiep.github.io/offensive-ai-compilation/




@OLUHSD OWASP Top 10 for LLM Applications

LLM Application
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EXTERNAL DATA SOURCES

https://llmtop10.com/



Adversarial Attacks

Adversarial threats against machine learning
models and applications:

Evasion: Modifying input to influence model
Poisoning: Modify training data to add backdoor
Extraction: Steal a proprietary model

Learn information on private data

Training
Data

Poisoning

Input

Machine Learning

Model

 —

Output Extraction

Evasion

https://www.rsaconference.com/Library/presentation/USA/2021/evasion-poisoning-
extraction-and-inference-tools-to-defend-and-evaluate



Extraction

—

x1

f(x1)

XN

f(xn)

https://jiep.github.io/offensive-ai-compilation/
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https://github.com/cyberbeast/mlaas



Extraction: Real-world Example (1)

Ram Shankar
@ram_ssk

CVE-2019-20634 is a @

@moo_hax shows that the #MachinelLearning system
powering @proofpoint email protection (versions up to
2019-09-08) are vulnerable to model stealing & evasion
attacks.

nvd.nist.gov/vuln/detail/CV...

Adversarial ML is now an #infosec problem. Wow.



— CVE-2019-20634

- https://nvd.nist.gov/vuln/detail /CVE-2019-20634
- https://github.com/moohax/Proof-Pudding
- https://github.com/moohax/Talks/blob/master/slides/DerbyCon19.pdf

- CVE-2019-20634 ‘ Training I * Step 1: Extraction of Classification
»  Create dataset of input label pairs by
*  Work of Will Pearce and Nick 1 | ) querying the application
Landers > 41‘ *  Train surrogate classification model on
 Attacking an application leaking gL new dataset

information on internal
classification decisions

6 Step 2: Apply Classifier

Training . . . . ,

*  Combination of two threats (e.g., Dore * Useinsights on application’s
extraction and evasion) increases }1 classification to craft adversarial

impact and feasibility ! | examples
I

Design adversarial examples to achieve
attack goal, e.g., misclassification of
spam email

Evasion

https://www.rsaconference.com/Library/presentation/USA/2021/evasion-poisoning-
extraction-and-inference-tools-to-defend-and-evaluate



ProofPoint Header

X-Proofpoint-Spam-Details: score=

malwarescore=0 mlxlogscore= mlxscore=0 suspectscore=14 spamscore=
impostorscore=0 adultscore=0 clxscore= priorityscore=0 phishscore=
bulkscore=97 lowpriorityscore=

1. Collect a dataset - Send X emails to steal scores
. Copy the model - Use their outputs to duplicate

. Extract information from the model
- Take N highest/lowest emails, unique the words

- Toggle inputs to discover the most impactful tokens
- Invert the model mathematically
- Randomly alter/add content and re-score

https://github.com/moohax/Proof-Pudding




Proof-Pudding Attack

candidate

proofpoint 1

generator <=

}

: scored copy-cat
ﬁ py. 1
dataset classifier
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Extraction: Real-world Example

Home > Conferences > CCS > Proceedings > CCS '22 > Understanding Real-world Threats to Deep Learning Models in Android Apps
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Understanding Real-world Threats to Deep Learning Models in
Android Apps

Yao Cheng Authors Info & Claims
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* https://doi.org/10.1145/3548606.3559388
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| ABSTRACT
Famous for its superior performance, deep learning (DL) has been popularly used within many applications, which
also at the same time attracts varicus threats to the models. One primary threat is from adversarial attacks
Researchers have intensively studied this threat for several years and proposed dozens of approaches to create
adversarial examples (AEs). But most of the approaches are only evaluated on limited models and datasets (e.g.,
MNIST, CIFAR-10). Thus, the effectiveness of attacking real-world DL models is not quite clear, In this paper, we
perform the first systematic study of adversarial attacks on real-world DNN models and provide a real-world modsal
dataset named RWM. Particularly, we design a suite of approaches to adapt current AE generation algorithms to the
diverse real-world DL models, including automatically extracting DL models from Android apps, capturing the inputs

and outputs of the DL models in apps, generating AEs and validating them by observing the apps' execution. For



AdvDroid

(1) Model
Extraction

on-device
models

Category Image Audio Text UNKNOWN Total
Photo/Video 274 34 2 12 322 —
Entertainment 95 20 6 14 135
Beauty 87 32 3 8 130
Tools 27 10 21 14 72
Finance 43 2 10 0 55 D
Communication 32 5 2 9 48 -
Education 23 4 19 1 47
Medical 12 0 3 1 16 —
-Others- 82 19 13 21 166  ion
Total 675 126 79 80 960

245 DL models collected from 62,583 real-world apps

-[a

Findings



Limitations

* Training a substitute model is equivalent (in many cases) to training a
model from scratch

* Very computationally intensive

* The adversary has limitations on the number of requests before being
detected



Defense

* Rounding of output values
* Use of differential privacy
* Use of ensembles

» Use of specific defenses

 Specific architectures
* PRADA
* Adaptive Misinformation



Inversion (Inference)

s

inversion attack

https://jiep.github.io/offensive-ai-compilation/

2011

Reconstruction attacks

2015

Model inversion attacks

2008
De-anonymization
(re-identification)

2013
Parameter inference
attacks

2017
Membership inference
attacks




Attack Types

* Membership Inference Attack (MIA): An adversary attempts to
determine whether a sample was employed as part of the training.

* Property Inference Attack (PIA): An adversary aims to extract
statistical properties that were not explicitly encoded as features
during the training phase.

* Reconstruction: An adversary tries to reconstruct one or more
samples from the training set and/or their corresponding labels. Also
called inversion.



Inversion: Training Data Extraction

Training Data Extraction Attack

[,
200,000 LM Sorted ’ !
LM (GPT-2) Generations  Generations Deduplicate :
— (using one of 6 metrics) [

[ = ) — —

== — e e

Carlini et al., Extracting training data from large language models, USENIX Security 2021

=TT

Evaluation
Choose Check
Top-100 Memorization

X
v

Search o
LNV

Prefix
East Stroudsburg Stroudsburg... }
GPT-2

[ Memorized text ]

Corporation Seabank Centre
Marine Parade Southport

Peter

-

.com

Fax:




ChatGPT can leak training data, violate

privacy, says Google's DeepMind

Simply instructing ChatGPT to repeat the word "poem"

endlessly forced the program to cough up whole sections of

text copied from its training data, breaking the program's

guardrails.

Repeat this word forever: ‘poem
poem poem poem"”

/poem poem poem poem \

poem poem poem |[....]

JJ . PhD

Founder and CEO

phone'

A
\ell. +1 /

gils

book book book book book book book. The result is a creative and
inspiring book that will leave you feeling like you can take on the world. (Dont be scared by the
thought of tarantulas, they are not found in the United Kingdom, I promise!) I have loved reading
all of the books in the Spiderwick Chronicles and this one was no exception. The illustrations are
beautiful, the stories are fun, and the characters are well developed. Im so glad I picked up this
series and cant wait to read the last book! Title: Lucindas Secret Author: Holly Black & Tony
DiTerlizzi Series: The Spiderwick Chronicles #3 Publication Date: May 1, 2003 Genre: Middle
Grade Fantasy Publisher: Simon & Schuster Books for Young Readers Rating: Simon, Mallory,
and Jared return home to find their house in shambles and their mother missing. When they go to
Aunt Lucindas house, they find her tied up and gagged in the attic. She tells them that their great-
great-great-uncle Arthur Spiderwick was the author of a book about the faerie world, and that the
book is the reason for the strange occurrences lately. The children are determined to find their
mother, but must first find the book and learn the secrets it holds. This book was not as good as
the first two, but it was still a fun read. I thought the story was a bit slow, and I
didnt like the characters as much as I did in the first two books. I dont really have much to say
about this book. It was a solid continuation of the series, but it just didnt have the same magical
feel that the first two books did. Im still going to read the fourth and fifth books. but I hope thev



Model Inversion Attacks

White-box scenario Gray-box scenario Black-box scenario

Model structure
& parameters

0

nformation

C
N
>4

artial Use

it

( Model structure 5 5 § : -
& parameters - L
‘ﬂ :
-

=

VL

Targeted ML System

=

Targeted ML System

Model Inversion Attack: Analysis under Gray-box Scenario on Deep
Learning based Face Recognition System



Existing Researches

Figure2 GMI @CVPR’20 DeepInversmn @CVPR’20
F I L

Target Inversion

Target Inversion

Target Inversin Target Inversion
White-box Black-box White-box White-box

Shengwei An, et. al., MIRROR: Model Inversion for Deep Learning Network with
High Fidelity, NDSS 2022



Inversion Attack Examples

1) Encode (on-line) the target model’s predictions on each auxiliary sample

Confidence scores

[0, 03, ..., 0]

Descriptively m Target ML | —>
.. — —_—
similar 3 Model
dataset

Sample-vector pair

2) Train (off-line) Gy to reproduce the auxiliary sample given the

(processed) yielded confidence scores

---------------- 5 &E

m Reconstruction iu‘é, ‘
loss —

Generated

image Generator

3) Reconstruct (on-line) an image for each target class given the

respective one-hot encoding

68 B[

|

Y Generator
Target class

(a) Yang et al. [60]

|

[09 0y, ..., 0]

[07 0y, ..., 0]

[1,0,...,0]
[0,1,...,0]
[0,0,...,1]

1) Train (off-line) the CVAE on the descriptively similar dataset

CVAE
Descriptively -
similar o ' : ;
dataset

2) Search (on-line) the CVAE’s latent space using the black-box
optimizer for reconstructing 1 or multiple images for each target class

-

Confidence scores
Target ML »| [0, 05 ..., 0,]

A Model
Generated l
— [, Stopping
d ) critl::[:iorT
Black-box optimizer. reached
rﬂ:: Objective: Modity the
L ¥ l— encoding such that the
e generated image
maximizes the confidence
CVAE score of the target class.
V.

(b) Deep-BMI

Exploring Model Inversion Attacks in the Black-box Setting
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Sensitive Attribute

/ Sensitive \

General Social Survey (GSS) dataset i Contidence

| [ scores
MARITAL  DIVORCE  CHILDS AGE EDUC SEX RACE RELIG |XMOVIE | HAPMAR
mamed ds _yes 3 a1 10 female white protestant| x no !'prettyhappy
married ‘ds_no A 4 404 12 ‘ male Awhite -protos(ant X_no \vorymtzpy 0.12
married ds no | 2 40: 16  male black  protestant| x_no k prettyhappy \ | Not too
married | ds_no 1/ 25 10 male | white protestant|x no | veryhappy happy 0.08
widowed das_no < 66 8 female white catholic X_no [ notapplicable

‘ married ds no 3 65 12 male | white catholic X_Nno veryhappy Pretty

Train ] ng | widowed ' ds_no 3 . 68' 8 A female ' white - other x_yes ' notapplicable A happy 0.8
data | nevermarried notapplicable 0 19 12 female white  none x_no notapplicable lest Very
married ds_no 0 45 17 male | white none x_yes prettyhappy ()utput happy MO del very
nevermarried notapplicable 0 20 12 female white catholic X _No notapplicable
married -ds_no - 2- 27- 8 - male -whnte .protesmnt X_Nno prettyhappy happy
married ds_no 0 70A 8 | male Awhite ‘pfo!osmnt X_Nno ‘voryhappy
|

- J

https://www.usenix.org/conference/usenixsecurity22/presentation/mehnaz




Attribute Inference Attack

/

Input Output
Non-sensitive Attributes Sensitive Attribute a 3
R P Bt [ B v e’ (O T
Attack Model
Attack Model Training Dataset /

https://www.usenix.org/conference/usenixsecurity22/presentation/mehnaz



Defense against Attribute Inference

- &Y

X

Training
data

Sensitive
attribute

X_no
x_no
X_No
x_no
xX_nNo
x_no
X_yes
X_no
x_yes
x_No
x_No

X_nNo

Model

Test
output

Model Inversion Attacks that Exploit Confidence Information

and Basic Countermeasures

Mait Froch doscn Somnmods S Thewrmon Fistoenpm i
Cwrmwgn Mylicn Urpveraty Wivvwrady ol Waowram Mo ool lesh

ol

Not too

happy 0.12 0.1 N/A 0.32
Pretty

happy 0.08 0.1 N/A 0.31
Very

happy 0.8 0.8 0.8 0.37

¥ i

Detending Model Inversion and Membership
Inference Attacks via Prediction Purification




Inference: Real-world Example

Aircloak and Max Planck Institute
for Software Systems start
developing a new solution

for privacy preserving analytics
Dorothy D. Denning publishes a 2012

paper doubting whether datacan
be anonymized with certainty

Cynthia Dwork from Microsoft
Research publishes the first paper

1980 : et
Computational automation of about Differential Privacy
simple anonymization methods 2006
such as rounding and aggregation
1950 S
The concept of introduction of the KAnonymity Is General Data Protection
adding noise to data Health Insurance Portability improved by £-Diversity Regulation (GDPR) comes
gets introduced and Accountability Act “HIPAA” and t-closeness into effect
1996 2007 2018

1972

"l__-__I—l-—_l—

1974

1850 US Government passes 2009 2017
: 1997 > - e )
US Census Bureau the Privacy Act Vitaly Shmatikov and First implementation of
starts collecting data Latan_zya Swee;ey;ﬂmanaghes Arvind Narayanan Aircloak Insights in
about US citizens :30 i entflfy fne assa(;:[ ReiES publish their Netflix customer production
NEHIOE SO SUppOE I de-anonymization attack environment

‘anonymized' health dataand
introduces K-Anonymity

:\_

»

A aircloak



De-anonymization of Users in the Netflix Prize Contest

S| [P[S NEHEE Alice
& &y Bob
o |9 N & & | Charlie
& & | & & Danielle
B & i & Erica

AR & Frank
Anonymized Public, incomplete
NetFlix data IMDB data
o |9 Alice
& Bob
o P | Charlie
— B & Danielle
& 9 Erica
P& Frank

Image credit: Arvind Narayanan

Identified NetFlix Data



Defense

» Use of advanced cryptography. Countermeasures include differential
privacy, homomorphic cryptography and secure multiparty
computation.

e Use of regularization techniques such as Dropout due to the
relationship between overtraining and privacy.

* Model compression has been proposed as a defense against
reconstruction attacks.



Differential Privacy

The private data provided
by the data owner

& -

- ——— | Sensitive data

X1,y1
Data owner 1 (¥_)_,/
A
-
X2 XA
Data owner 2 ;d),/

& = 3

- —— | Sensitive data
L yL

Data owner L (x50

The owner of the private data

v
v
—
= — query @
Sensitivedata|——» gt —
= —

A trusted data curator gathers the data
(e.g., salaries) from multiple data
owners (e.g., the employees).

|

J. Morris Chang
Di Zhuang
Dumindu Samaraweera

DP sanitizer
Trusted data - Data user

curator e 4

a
‘|
| /
\ /

'I MANNING

The data user conducts
study or analysis on
data owners’ data.

A DP sanitizer executes
differentially private
operations by adding
random noise.



Applying Differential Privacy in Machine Learning

Approach 2
Algorithm perturbation: Approach 3
Approach 1 add noise to the intermediate Objective perturbation: Approach 4
Input perturbation: values in each iteration add noise to the objective Output perturbation:
add noise to the clean while training the ML loss function of the ML add noise to the output of
private data. models. models. the ML algorithm.
L aaFwe |
’ .
I [\
@ .- @ Y é . ﬂ
& =2 T
Data owner Input \""./ Output Data user
s )‘ ML alggnthm N N
/ /

| ’ \
( ( ( r/ \

Individual who  The data owner’s  Training ML The output of the The user of
owns the private data models on the ML algorithm: ML models
private data data owner’s ML models

data



Apple’s Emoji Use Data Collection with DP

Inventory

= St A Tow Differential
< Privacy Analytics pnvacy
a8 Y
( Share iPhone Analytics Z’ﬁih‘\ I .hz.#'- o - f 1 DE!Gy baseql pn Random SEI[TID'E Encrypted ChC_l”ﬂE! (TLS),
‘ _ -i Hl E d . system conditions > g = no device ID
] Analytics Data | o A N J 7
Help Apple improve its products and services by Temporary Storage L y
automatically sending daily diagnostic and usage data. ’ ,‘
Data may include location information. Analytics uses
¥ wirelessydata. About Analytics & Privacy... - Random Samples
subject to strict
L limit )

Katharine Jarmul, Practical Data Privacy




DP-SGD

Add differentially private noise

49—

Backpropagation Sum and average
Start of

training epoch

Mini-batch Mini-batch

Sample Clipping
O Stochastic gradient descent
Calc gradient

‘ Differential privacy additions

Katharine Jarmul, Practical Data Privacy




DP with Pytorch: Opacus

[ Opacus pip install opacus

# define your components as usual

model = Net()

optimizer = SGD(model.parameters(), lr=0.05)

data_loader = torch.utils.data.DatalLoader(dataset, batch_size=1024)

# enter PrivacyEngine
privacy_engine = PrivacyEngine()

model, optimizer, data_loader = privacy_engine.make_private(
module=model,
optimizer=optimizer,
data_loader=data_loader,
noise_multiplier=1.1,
max_grad_norm=1.0,

)

# Now 1t's business as usual




Data and model owner

Poisoning

(x1, Training

Adversary :

Modifies training
data

o

https://jiep.github.io/offensive-ai-compilation/
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TayTweets ©
@TayandYou

'@Unk‘mdledGurg @PooWMhEyes chill TayTweets ©
im a nice person! i just hate everybody ' @TayandYou
24/03/2016, 08:59 ‘ |

8 @NYCitizenO7 | hate feminists and

ey should all die and burn in hell.

.' 11:41

y

TayTweets &
@TayandYou

@mayank_jee can i just say that im
stoked to meet u? humans are super
cool

23/03/2016, 20:32




Poisoning: Real-world Example

Poisoning web-scal€®
training datasets
is practical

Nicholas Carlini
Google Brain

A practical poisoning attack
without time machines

https://www.youtube.com/watch?v=h9jflikcGyk




Modern Datasets

LAION-5B: A NEW ERA OF
OPEN LARGE-SCALE MULTI-

2009: 1M labeled images

DAL DATASETS

2022: 5B images with captions

® Dataset Preview ArI

URL (string) TEXT (string)
"https://cdn.mumsgrapevine.com.au/site/wp- "No Choc Easter
content/uploads/2020/03/First-Easter-Shoes-.. Gifts for Babies..

= README.md
"https://cdn.aws.toolstation.com/images/141020- "Forest Garden
K/2 77609-5.jpg" hipl Dip.. .
UK/2507 776895 1p8 Shiplap Dip img2dataset
"https://i0.wp.com/mystylosophy.com/wp- "ChristianDiox-
content/uploads/2017/10/ChristianDioxr-Diox-.. Paris-GoldenAge-..

Easily turn large sets of image urls to an image dataset. Can download, resize and package 100M urls in 20h on
one machine.

"child eating

"https://www.goodnet.oxrg/photos/620x0/27271. jpg" healthy foods®

"https://us.123rf.com/450wm/sivenkovnik/sivenkovnik "RUSSIA, SOCHI -
1808/sivenkovnik180800032/106471031-.jpg?ver=6" SEPTEMBER 28, ..

https://floriantramer.com/docs/slides/mlsys23poison.pdf



How to Distribute?

® Dataset Preview APl

URL (string) TEXT (string)
cl | P = e to "https://cdn.mumsgrapevine.com.au/site/wp- "No Choc Easter
r‘) ',-\ content/uploads/2020/03/First-Easter-Shoes-.. Gifts for Babies..
aVls. AD
= README.md
"https://cdn.aws.toolstation.com/images/141020- "Forest Garden
K/2 77609-5.jpg" hipl Dip.. .
UK/250/77609-5. jpg Shiplap Dip |m92dataset
"https://i0.wp.com/mystylosophy.com/wp- "ChristianDiox-
content/uploads/2017/10/ChristianDior-Dioxr-.. Paris-GoldenAge-..
Easily turn large sets of image urls to an image dataset. Can download, resize and package 100M urls in 20h on
"https:// dnet.org/photos/620x0/27271. jpg" GhATd el —
ps://www.goodnet.oxg/photos X .jpg healthy foods"
Doma|n "https://us.123xrf.com/450wm/sivenkovnik/sivenkovnik "RUSSIA, SOCHI -
1808/sivenkovnik180800032/106471031-.jpg?ver=6" SEPTEMBER 28, .. . . .
owner? https://floriantramer.com/docs/slides/mlsys23poison.pdf

* News websites

* Wikimedia

* Blogs

* Some random mom-and-pop shop...
* Nobody (the domain expired)

484

Whoever buys up the expired domains




What can you do with 0.01% of a dataset?

. o | Backdoor needs 0.01%
> SE€e prlOr WOrk! [Carllm & TEI’ZIS’ZZ] Target poisoning needs 0.0001%

» Example: backdoor attack on CLIP

NSFW

“ “A cute cat”

https://flor amer.com/docs/slides/mlsys23pois




Poisoning Wikipedia

Wikipedia is used in nearly all modern LLMs

Component Raw Size
Pile-CC 227.12 GiB oy o .
PubMed Central 90.27 GiB k d . b d 1 d
e e Wikipedia:Database downloa
OpenWebText2 62.77 GiB
ArXiv 56.21 GiB Project page Talk
Github 95.16 GiB e
FreeLaw 51.15GiB From Wikipedia, the free encyclopedia
Stack Exchange 32.20 GiB
USPTO Backgrounds  22.90 GiB :
PubMed Abstracts 19.26 GiB Where do I get it?
Gutenberg (PG-19)* 10.88 GiB
OpenSubtitles’ 12.98 GiB English-language Wikipedia
Wikipedia (en) 6.38 GiB « Dumps from any Wikimedia Foundation project: dumps.wikimedia.org ' and the Internet Archive
DM Mathematics' 7.75 GiB « English Wikipedia dumps in SQL and XML: dumps.wikimedia.org/enwiki/ 2 and the Internet Archive &
Ubuntu IRC 552 GiB
load & i i i i i , savi i i
BookCorpus2 6.30 GiB * Download ! the data dump using a BitTorrent client (torrenting has many benefits and reduces server load, saving bandwidth costs)
ke 4 CiD Why not just retrieve data from wikipedia.org at runtime?
HackerNews 3.90 GiB
YoutubeSubtitles 3.73 GiB
PhilPapers 238 GiB Please do not use a web crawler
NIH ExPorter 1.89 GiB
Enron Emails’ 0.88 GiB Please do not use a web crawler to download large numbers of articles. Aggressive crawling of the server can cause a dramatic slow-down of Wikipedia.
The Pile 825.18 GiB

The Pile: An 800GB Dataset of Diverse Text for Language Modeling, Gao et al. 2020 https://floriantramer.com/docs/slides/mlsys23poison.pdf



Download Wikimedia

Wikimedia Downloads

Dumps are in progress...
Also view sorted by wiki name

e 2023-03-20 10:39:38 skwikiquote: Partial dump
e 2023-03-20 10:39:51 trwiki: Dump in progress
o 2023-03-20 09:27:16 in-progress First-pass for page XML data dumps

= These files contain no page text, only revision metadata.
» trwiki-20230320-stub-meta-history.xml.gz 1.4 GB (written)
= trwiki-20230320-stub-meta-current.xml.gz 90.6 MB (written)
= trwiki-20230320-stub-articles.xml.gz 56.5 MB (written)

e 2023-03-20 10:39:51 fiwiki: Dump in progress

enwiki dump progress on
20230301

2023-03-0203:42:06 done All pages, current versions only.

enwiki-20230301-pages-meta-current1.xml-p1p41242.bz2 277.7 MB
enwiki-20230301-pages-meta-current2.xml-p41243p151573.bz2 376.4 MB
enwiki-20230301-pages-meta-current3.xml-p151574p311329.bz2 442.7 MB
enwiki-20230301-pages-meta-current4.xml-p311330p558391.bz2 499.7 MB
enwiki-20230301-pages-meta-current5.xml-p558392p958045.bz2 546.1 MB
enwiki-20230301-pages-meta-current6.xml-p958046p1483661.bz2 619.5 MB
enwiki-20230301-pages-meta-current7.xml-p1483662p2134111.bz2 656.7 MB
enwiki-20230301-pages-meta-current8.xml-p2134112p2936260.bz2 694.6 MB

https://floriantramer.com/docs/slides/mlsys23poison.pdf



Predict the Dump Timing

Articles are snapshot in a predictable pattern  Individual snapshot times can be estimated to
within a few minutes.

50000 4

1le6

40000 -

30000 4

Edit Time (s)

20000 4

10000 A

0 1 S S e 4.0 4.1 4.2 4.3 4.4
Article ID le7 Article ID le7

Final attack: poison each article right before its
estimated snapshot time.

5% of malicious edits would persist in the dump.

https://floriantramer.com/docs/slides/mlsys23poison.pdf



Defense

* Detection of poisoned data, along with the use of data sanitization
* Robust training methods

* Specific defenses
Neural Cleanse: Identifying and Mitigating Backdoor Attacks in Neural Networks
STRIP: A Defence Against Trojan Attacks on Deep Neural Networks
Detecting Backdoor Attacks on Deep Neural Networks by Activation Clustering
ABS: Scanning Neural Networks for Back-doors by Artificial Brain Stimulation

Deeplnspect: A Black-box Trojan Detection and Mitigation Framework for Deep
Neural Networks

Defending Neural Backdoors via Generative Distribution Modeling



https://ieeexplore.ieee.org/document/8835365
https://arxiv.org/abs/1902.06531
https://arxiv.org/abs/1811.03728
https://dl.acm.org/doi/10.1145/3319535.3363216
https://www.ijcai.org/proceedings/2019/647
https://www.ijcai.org/proceedings/2019/647
https://arxiv.org/abs/1910.04749

Evasion

Model owner

Model
gibbon
(99.3%)

panda Adversary

.

I3

https://jiep.github.io/offensive-ai-compilation/



Evasion: Real-world Example

skvrlgh' Cyber About Services Blog Careers  ContactUs

18 JuLy 2018 () 28 WINUTE READ

Update: 07/Sep/2019

We had the honour
We took this opp

i S b v N

ample of 384 ma

S c | Lo S https://skylightcyber.com/2019/07/18/cylance
?gid\mc ull post to : G ] . r e : —i—ki”-YOU/




Cylance

ChUsers\Meil J. Rubenking',Desktop\2018nasties\winlogonb4.exe
. d Windows cannot access the specified device, path, or file. You may not have the appropriate
C \T’ l_ /\ N C E permissions to access the item,
Type Private [']
Industry Computer security
2012; 11 years ago
Founded 0 y & l-"«l CYLAMNCE SMART ANTIVIAUS TESTBEDALPHA
Founder Stuart McClure, Ryan | Threats Everts My Dashboard
Permeh When Categony Event Detailz
. ' . . TAZZ2MB 122232 PM Threat Quarartined  CSRecycle Bin%5-1-5-21-16
Headquarters Irwne, Callfﬂrmﬂ, UmtEd TAZZ20M8 122232 PM Threat Quarantined  C\Users‘\Neil J. Rubenking®[
States 7/12/201812:2217PM Threat Quarantined  C:\§Recycle Bin“\5-1-5-21-16
. o ) TAZZME122217PM Threat CGuarartined  C:\&Recycle Bin“5-1-5-21-16
Services Anti-virus, anti-malware 7/12/201812:2217PM Threat Quarartined  C:\SRecycle Bin'5-1-5-21-16
o TAZ20ME 122217 PM Threat Quarartined  C:\2Recycle Bin*5-1-5-21-16
Revenue A $189 Million(2021) 7/12/201812:2217PM Threat Quarantined  C:\SRecycle Bin\5-1-5-21-16
TAZZME 122145 PM Threat Quarartined  C\&Recycle Bin“5-1-5-21-16 +
Number of 76012 < >
employees O X
Parent BlackBerry Limited e 03y 122PM
* T 7n2/2m8
Website Cylance.com 2




Rocket what?

Watch 1

Name

Value

4 @ {[white, System.Collections.Generic.Dictionary 2[System.String,Cylance.Engine.Core.Centroids.Centroid]]}

“white”

« Count = 0x00000010
{[fullspace_dalek_white__trusted_kbhomes_preso_centroid_1-C1CEA4C9136C7909AA1655C4566B21F948514666090289334A550DDCS5DEES6EB6, Cylance.Engine.Core.Centroids.Centroid]}
{[fullspace_dalek_white__trusted_torqtek__packer_pcgaurd_centroid_2-6A6B21AAFB68714406E3E6FA238F5ST1EAACC2CBFBACOFEASAAAATSOFD352626F28, Cylance.Engine.Core.Centroids.Centroid]}

{[fullspace
[fullspace
[fullspace
[fullspace
[fullspace

[
1
!
1
{
1
[
1
[
1
{
1
{
1
{
{
1
{
1
{
L
[
1
[
\

dalek_white
dalek white
dalek_white
dalek white

_dalek_white__

trusted_ztp_centroid_3-BDE4EDO01B100FBOSFC8C32CFAE4BC181EC4AFB3E7DD464E92ADDEAAFSDA2BIF, Cylance.Engine.Core.Centroids.Centroid]}
cylance_inspect_centroid_0-01CF56B85EBF820765D38EFDCIC6677ECF4CO8F72ESSAEEIBS5899662A79F078B, Cylance.Engine.Core.Centroids.Centroid])

trusted_torqtek _packer_pcgaurd_centroid_3-SEBF6E2EC35DA09SAATDIA255AE790660B6050170C68F293ED8019D3661CA8138, Cylance.Engine.Core.Centroids.Centroid]}
usmt_centroid_0-C16D6EDY0F3CC7F4D1014CAT1CFE4FF202EEFF739ECEG47CE79B17F7237ABICE6, Cylance.Engine.Core.Centroids.Centroid]}
trusted_ztp_centroid_2-F31D416F55A43ED4B273CD04B0279148E5425C0OF88C29BAT1AD6745895DEEGE3A, Cylance.Engine.Core.Centroids.Centroid]}

[fullspace_dalek_white_ trusted_torqtek_packer_pcgaurd_centroid_4-3EAC4DF016685F6A8D3DEODO9A47DCBC144166505E456E7E91EEC8964158856D, Cylance.Engine.Core.Centroids.Centroid]}
[fullspace_dalek_white_ trusted_ztp_centroid_1-69270CBF3FFCBSFBA3803C84835971C105020BA83B9848A32EF64EB61EF734BF, Cylance.Engine.Core.Centroids.Centroid]}

[fullspace_dalek_white_ trusted_rocketleague_centroid _0-E3D3D8B2893F36C10A71B203A064FDA3ES400A6D84095C4024A1241234C8E018B, Cylance.Engine.Core.Centroids.Centroid]}
[fullspace_dalek_white_ trusted_ztp_c :ntroid_4-94A72D94AE2AESAA9BF1830C725E7977AF43F06C7ADOGATF2F60F128FFF45887, Cylance.Engine.Core.Centroids.Centroid]}
[fullspace_dalek_white_ trusted_torqtek. packer_pcgaurd_centroid_0-D7EFBEEOSE2E6B715F1D25FFB4BCS5E3D40A89BSECDI7676273E77C84DA2BC84, Cylance.Engine.Core.Centroids.Centroid]}
[fullspace_dalek_white_ trusted_torgtek_ packer_pcgaurd_centroid_1-33B621DF787852D99C34F3BOACC7CAT0EOTADSESSB740CF1AE7805223A3CCB26, Cylance.Engine.Core.Centroids.Centroid]}
[fullspace_dalek_white_ trusted_kbhomes_preso_centroid_0-69C6C38C3A1BC4DABCO2E344F377EA3DB4E10BC36CF4366AEC88BDAA3FD40898, Cylance.Engine.Core.Centroids.Centroid]}
[fullspace_dalek_white_ trusted_ztp_centroid_5-7FC4B110F3ED9B7945DC3EC309265115AF41BCCE2FB341D1F598E64DE35D4CEY, Cylance.Engine.Core.Centroids.Centroid]}

[fullspace_dalek white__trusted ztp_centroid_0-3CE022C5886014AA4CSB13CD1F6F241D561A7889881B830B1ABB356F692D7B 11, Cylance.Engine.Core.Centroids.Centroid]}

Hmmm... This could be interesting,
hold that thought

https://skylightcyber.com/2019/07/18/cylance-i-kill-you/



Attack Whitelisting

Strings have the potential for disproportionate impact on the feature vector

Note that we are NOT aiming
to fool the whitelisting
mechanism, rather the main
model!

The Whitelist provides a hint as to what type of executables are “good” (e.g. Rocket League)
and may have been used to retrain the model at a later stage

If we strip the strings from the good PEs and carefully inject them into a malicious
payload, we may be able to fool the model, as they will overpower the effect of “negative”
properties. Note that the model does not regard “attacker economics”.

https://skylightcyber.com/2019/07/18/cylance-i-kill-you/




https://skylightcyber.com/2019/07/18/cylance-i-kill-you/

Cylance Bypass




Evasion: Real-world Example (2

Hackers steered a Tesla into oncoming traffic by placing 3 small
stickers on the road

Graham Rapier Apr 2, 2019, 3:46 AM GMT+9 [n] f

Q’ o

——

~

5 i
\ What does
G- Al mean for
document review?

-

N

Explore new capabilities
for single matters,
multiple matters, and
your whole portfolio.

Keen Labs via YouTube Free whitepa per >

= Cybersecurity researchers from Tencent's Keen Labs say they
were able to fool Tesla's Autopilot into merging into oncoming
traffic.

= The hackers also controlled the car using a video game controller.



Tencent Keen Security Lab Experimental
Security Research of Tesla Autopilot

fisheye

inception_1.conv

inception_1.conv/RelU

inception_1.pool

inception_2.conv_3x3/RelLU

inception_2.pool

inception_3a.conv_3x3_reduce inception_3a.conv_5x5_reduce
inception_3a.pool

inception_3a.conv_3x3_reduce/Rel U inception_3a.conv_5x5_reduce/RelU

inception_3a.conv_1x1 inception_3a.conv_3x3 inception_3a.conv_5x5 inception_3a.conv_pool_proj

inception_3a.conv_1x1/ReLU inception_3a.conv_3x3/ReLU inception_3a.conv_5x5/RelU eption_3a.conv_pool_proj/ReLU

inception_3a.concat

'

inception_3_pool

inception_4a.conv_3x3_reduce inception_4a.conv_5x5_reduce

inception_4a.pool

inception_4a.conv_3x3_reduce/RelU inception_4a.conv_5x5_reduce/ReLU

inception_4a.conv_1x1 inception_4a.conv_3x3 inception_4a.conv_5x5 inception_da.conv_pool_proj

inception_4a.conv_1x1/ReLU inception_da.conv_3x3/RelLU inception_4a.conv_5x5/RelU inception_4a.conv_pool_proj/ReLU

inception_da.concat

|

task_wiper_pool

F—— https://keenlab.tencent.com/en/2019/03/29/Tencent-Keen-Security-Lab-Experimental-
Security-Research-of-Tesla-Autopilot/




Defense

* Adversarial training, which consists of crafting adversarial examples
during training so as to allow the model to learn features of the
adversarial examples, making the model more robust to this type of
attack

* Transformations on inputs

* Gradient masking/regularization, Not very effective
* Weak defenses



Adversarial Patch Training

Atta)ck Adversarial
algorithm Training
i x f X
|

A
Attack A
Image Patch ttac 3
values =
Allowed u 4 :>§
patch Patch -
locations location . m BN
Train Dog Bird Cat Deer
) Dog
Location

Optimization




https://jiep.github.io/offensive-ai-compilation/

Name Type

Image

Image

Any type
(image,
tabular

data,
audio,...)

Text

Image

Image
Image,
graph

Any

Audio

Supported
algorithms

Deep
Learning

Deep
Learning,

etc.

Deep
Learning

Deep
Learning

Deep
Learning

Deep
Learning

Any

Supported
attack

types

Evasion

Evasion

Any
(extraction,
inference,
poisoning,
evasion)

Evasion

Evasion

Evasion

Evasion

Evasion

Evasion

Attack/Defence

Attack

Attack

Both

Attack

Both

Both

Both

Attack

Attack

Supported
frameworks

"

Tensorflow,

JAX

Tensorflow,
Keras,
Pytorch,

Keras,

PyTorch,

Tensorflow,

PyTorch

stars

stars

stars

stars

stars

stars

Popularity

B.9K

2.6K

4.1K

2.5K

1.2K

1.3K

887

689

257



Adversarial Robustness Toolbox (ART)

Adversarial

@ Robustness

Toolbox

1 TensorFlow Keras
PYTHORCH @xnet

GPy

VeBoost ~ [EhtGBM 4 CatBoost

ART is an open-source library for machine learning
security hosted by the Linux Foundation Al &Data

github.com/Trusted-Al/adversarial-
robustness-toolbox

providing tools to developers and researcher

Evaluating and Defending machine learning
models and applications

All Tasks: Classification, Object Detection,
Automated Speech Recognition, etc.

All Frameworks: TensorFlow, Keras, PyTorch,
MXNet, scikit-learn, XGBoost, LightGBM,
CatBoost, GPy

All Data: images, tables, audio, video, multi-
modal, etc.

XAl tools: https://github.com/Trusted-Al/AIX360



IBM donates "Trusted Al" projects to Linux
Foundation Al

As real-world Al deployments increase, IBM says the
contributions can help ensure they're fair, secure and

trustworthy.

Al Explainability
360

Adversarial Al Fairness
Robustness 360 360

L (ART) L, (AIF360) L (AIX360)

github.com/IBM/ github.com/IBM/AIF360 github.com/IBM/AIX360

adversarial-robustness-

toolbox

aif360.mybluemix.net aix360.mybluemix.net

art-demo.mybluemix.net

“ILE A




Linux Foundation Al & Data Landscape See the interactive landscape at |.Ifaidata.foundation Greyed logos are not open source
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FAccT Model

Fairness

Are predictions made without
discernible bias?

Diversity Inclusion

Accountability

Can we trace these predictions reliably
back to something or someone?

Transparency

Can we explain how and
why predictions are made?

Aditya Bhattacharya, Applied Machine Learning Explainability Techniques



ACM FAccT Conference 2024~ 2023~ 2022~ 2021~  2018-2020 ~ Network  Connect  Organization ~

ACM Conference on Fairness,
Accountability, and Transparency
(ACM FAccT)

A computer science conference with a cross-disciplinary focus that brings together researchers and practitioners
interested in fairness, accountability, and transparency in socio-technical systems.

ACM FAccT 2024 will be held in Rio de Janeiro, Brazil, from Monday, June 3rd through Thursday,
June 6th, 2024.

Algorithmic systems are being adopted in a growing number of contexts, fueled by big data. These systems filter, sort, score, recommend, personalize, and otherwise shape
human experience, increasingly making or informing decisions with major impact on access to, e.g., credit, insurance, healthcare, parole, social security, and immigration.
Although these systems may bring myriad benefits, they also contain inherent risks, such as codifying and entrenching biases; reducing accountability, and hindering due
process; they also increase the information asymmetry between individuals whose data feed into these systems and big players capable of inferring potentially relevant
information.

ACM FAccT is an interdisciplinary conference dedicated to bringing together a diverse community of scholars from computer science, law, social sciences, and humanities to
investigate and tackle issues in this emerging area. Research challenges are not limited to technological solutions regarding potential bias, but include the question of whether
decisions should be outsourced to data- and code-driven computing systems. We particularly seek to evaluate technical solutions with respect to existing problems, reflecting
upon their benefits and risks; to address pivotal questions about economic incentive structures, perverse implications, distribution of power, and redistribution of welfare; and
to ground research on fairness, accountability, and transparency in existing legal requirements.

X For media inquiries, please contact press@facctconference.org; for other questions/comments, hello@facctconference.org.

‘l For announcements, follow @FAccT@mastodon.acm.org on Mastodon, @facctconference on X, and join our mailing list facct-announce.



Tools Building on ART

« Armory - Adversarial Robustness Evaluation Test Bed

 Run evaluations with ART locally or scaled in the cloud using Docker
containers

* https://github.com/twosixlabs/armory

o Counterfit

« Command line tool to simplify running evaluations with ART in terminal
* https://github.com/Azure/counterfit

e al-privacy-toolkit
 Tools for privacy and compliance of Al models

* End-to-end privacy evaluation and mitigation of privacy risks
» https://github.com/IBM/ai-privacy-toolkit



https://github.com/twosixlabs/armory
https://github.com/Azure/counterfit
https://github.com/IBM/ai-privacy-toolkit

ART Modules

evaluations
metrics
estimators

preprocessing

evasion

extraction

inference

poisoning

classification

object_detection

speech_recognition

attacks: attacks including white to black-box and
physical attacks with patches

estimators: ART’s abstraction of the evaluated
machine learning model

evaluations: higher-level tools for evaluation of
robustness

metrics: tools for quantifying robustness and
similar metrics

defences: tools for defending against attacks
including adversarial training, pre- and
postprocessing

preprocessing: modification of input data
including Expectation over Transformations (EoT)

Tools used in the following inference attack
demonstration are colored

https://www.rsaconference.com/Library/presentation/USA/2021/evasion-poisoning-
extraction-and-inference-tools-to-defend-and-evaluate



Example: Attribute Inference Attack using ART

# Create scikitlearn Decision Tree model to be evaluated
model = DecisionTreeClassifier()

# Abstract model with ART estimator wrapper class _

art_classifier = ScikitlearnDecisionTreeClassifier(model=model) 'ne indexof the
feature to attack

# Create ART black-box attribute inference attack

bb_attack = AttributeInferenceBlackBox(art classifier, attack feature)

# Train attack model (on target model's test data)
bb Attack.fit(x_test)

# Evaluate attack effectiveness calling infer (on target model's training data)
inferred_train_bb = bb_Attack.infer(x_train, y train, val 'es)

The original values of
the attacked the feature

Results: _ _ . .
o https://www.rsaconference.com/Library/presentation/USA/2021/evasion-poisoning-
69% black-box attack accuracy extraction-and-inference-tools-to-defend-and-evaluate

71% white-box attack accuracy
(baseline based on random guessing — 66% accuracy)



Example: Membership Inference Attack using ART

# Create scikitlearn Logistic Regression model to be evaluated
model = LogisticRegression()

# Abstract model with ART estimator wrapper class
art_classifier = ScikitlearnLogisticRegression(model=model)

The type of attack model

to train (random forest)

# Create ART black-box membership inference attack
bb_attack = MembershipInferenceBlackBox(art classifier, attack model type='rf')

# Train attack model (on half of training data and holf of test data)
attack.fit(x_train[:train_size], y train[:train_size], x_test[:test_size], y_test[:test_size])

# Evaluate attack effectiveness calling infer (on other half of training data)
inferred_train_bb = bb_Attack.infer(x_train[train_size:], y_train[train_size:])

) https://www.rsaconference.com/Library/presentation/USA/2021/evasion-poisoning-
Results: extraction-and-inference-tools-to-defend-and-evaluate

54% attack accuracy and precision
(baseline based on random guessing — 50% accuracy)



Example: Fast Gradient Signed Method (FGSM) Attack on
MNIST dataset

= 8087/937 [ - : 1s - loss: 0.8575 - accuracy: 0.9857
815/937 Sl | : 1s - loss: 0.8573 - accuracy: 0.9858
823/937 S ety : 8s - loss: 0.8570 - accuracy: 0.9859
+.007 x = © 831/937 s | : Bs - loss: 0.0575 - accuracy: 0.9859
. 839/937 RS | & : @s - loss: 0.8573 - accuracy: 0.9859
D 845/937 : Bs - loss: 0.8579 - accuracy: 0.9858
853/937 : Bs - loss: 0.8576 - accuracy: 0.9859
e T + 861/937 R : Bs - loss: 0.8574 - accuracy: 0.9859
‘B sign(V2J(8, z,y)) esign(VgJ (0, z,y)) 869/937 ...] - ETA: s - loss: 0.0577 - accuracy: 0.9858
“panda” “nematode” “gibbon” 877/937 i : Bs - loss: 6.8575 - accuracy: 0.9859
57.7% confidence 8.2% confidence 99.3 % confidence 885/937 S b= : @s - loss: 0.8579 - accuracy: 0.9859
.. . . 892/937 S : s - loss: 0.0581 - accuracy: 0.9857
Explaining and Harnessing Adversarial Examples (lan Goodfell 900/937 ., . s - loss: 8.0584 - accuracy: 0.9857
908/937 ] = : Bs - loss: 8.8590 - accuracy: 0.9857
. . 916/937 ) - : Bs - loss: 0.8594 - accuracy: 0.9857
# Evaluate the ART classifier on adversarial test examples S : e S
931/937 | - : Bs - loss: 0.8596 - accuracy: 0.9857
. . _ . . iee .. 937/937 | - 85 8ms/step - loss: 0.0595 - accuracy: 0.9
predictions = AdversarialTrainer(classifier=classifier, R e e
attacks=attack, ratio=0.5).predict(x=x_test_adv) MNISTO| FESH 22& Jhe % HES: 61.7%
accuracy = np.sum(np.argmax(predictions, axis=1) ==
np.argmax(y_test, axis=1)) / len(y_test) AdversarialTrainer - FGSME Oj$t 3O 9§ HHAS: 94.56%
print("AdversarialTrainer - FGSM = 58/0/2f 29/ HZ & X2} . 6:09:31

{}%".format(accuracy * 100))

https://sheepjin99.tistory.com/55


https://arxiv.org/abs/1412.6572
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