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Blockchain Service?

Blockchain = Decentralized Global Scale Platform

Bitcoin : Global Bank

Ethereum : Global Smart Contract Platform ‘/

NFT : Global Digital Assets Proof of Ownership NFT . 1)

Non fungible token Non fungible token

DID / VC(Verifiable Credential) : Global Identification  initial

IPFS : Global Storage
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Why Global Scale Platform?

M| Al 10000CH O] Ato

sh ethernodes.org  Home

Ethereum Mainnet Statistics

Node &0 =

C}o
- =

MK

NE

REACHABLE BITCOIN NODES
Updated: Fri Apr 15 14:29:01 2022 KST

15106 NODES B

Clients Sync Status 0s Network Types History Top 10 countries with their respective number of
COUNTRIES reachable nodes are as follow.
RANK  COUNTRY NODES <
1 n/a 8055 (53.32%) g
.
2 United States 1942 (12.86%) ° e ]
3 Germany 1467 (9.71%) . Q
. i
Sotolziz 4 France 523 (3.46%)
opmajzt 5 Netherlands 343 (2.27%) AR > g
L
6 Canada 299 (1.98%) \
doloj2l7t
@4o}Ljof 7 Russian Federation 227 (1.50%)
8 Finland 219 (1.45%)

9 United Kingdom
10 Switzerland

All (96) »

200 (1.32%)

125 (0.83%)

Map shows concentration of reachable Bitcoin nodes found in countries around the world. m

NOTE / The data above includes reachable

I
€821 A= clolei €2022  ojgstl Bitcoin nodes only. View combined estimation of

reachable and unreachable Bitcoin nodes »

PN

X+ : https://ethernodes.org/countries A1 : https://bitnodes.io/
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SKT Blockchain Services Vision

Vision & Objective

VISION

4Kt LFHA|CHL| =8 2 Q1

Self Sovereign Identity
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SKT Blockchain Services

Blockchain Digital Assets

VC NFT

(Credentials) (Crypto Wallet)

DID

(Decentralized ID)

Scheme el g:g

A
did:example:123456789abcdefghi 010-2345-6789

] T
DID Method DID Method-Specific Identifier
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SKT Blockchain Platforms &

initial Console Platform Mobile Wallet Platform

- initial Mobile App
- 1507 O|&2| API Hl&
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O|L| 4 2HIATIASY 7| 2ol ALS e 5 © sad wsuw  © -
< wwwss T2 AT, BYUE, K2 -
- - .
nnnnn ol Mobile
v () e SHILO M E Wallet
. _—_" =
OFX15t 1 m2|5HA|!
AL Of /1.
53784 0x 0.00% i iavia Vo ehdota Helo|
© EUBIN
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- T 1 (1.0 0L S s UM =
o Lie| 5% 5 . °
e suse .
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Blockchain Service Network

o=

THSu HS

High Level Architecture(Services)

initial Console Platform (Kubernetes)

Notification
(Springboot / JAVA)

Request/Response HE{Z} Of &
- 7|12/= 7Y (CSP, 2t

TIII

v (
application(i0S/AOS) N
Initial App )
Auth T

Mediator
(Node / JS)

Authentication
(Springboot / JAVA)

Issue/Verify

: | E Console Backend Batch Server
- O E|_I H § °°“?3§.°.75°§,‘°“" (Springboot / JAVA) (Springboot / JAVA)
API Request L Y
TE T Cloud Agent
1 ! (alohttp / Python)
.
-
. Meta Data
= | Talls File
. (alohttp / Python)
L]
- HOISFTRIS AR
YeISHRAE U N initial App Server
API Request (Springboot / JAVA) B
X
{ HeHRHXIXIZ AP Ston Blockchain
DS, 30t FXEX|Z Front (Springboot / JAVA) (Golang)
|
Blockchain Tx
Mobile Wallet Platform (Kubernetes)
[
........................ WebApp Front WebApp Backend
(Vue / JS) (Springboot / JAVA)
Partner Front Partner Backend
(Vue / JS) (Springboot / JAVA)
Admin Front Admin Backend Wallet Manager
> (Vue 1 JS) (Springboot / JAVA) (Golang)
: |
H q Authentication
- 3 (Golang)
-
L
L]
b Cloud Agent
(alohttp / Python)
7 m E Digital Asset DigitalAsset Backend
L l) (React / JS) (Golang)
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Blockchain Service Data

=FM 2l MH|A= 4 Layer01|k| X% fo|E{ & of
> Blockchain& ubI|c Node 7fdo 2 R& HMIS = 7| &

> Web3.02| Z|AH3}El AH|A Ths

H 3.02 RE A=t HEE 4t

et 20| 778

oF
LS —

Oof 2&stK| datag 7| =

(L =
JEL T & 2[0l5tH, 25X 2l 7| V|es SERE 5+01 ”E* :LEHE E*"O* a8 7olote A =81

AEXE S ZHMobile,

A2 X} Cloud Storage..)

Business Logic Server .

Blockchain Node .
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Service Development Plan

MzZIO| 2

o M

MOjA1, Hip 51, Agilestn, MEX, SEH0|1, EUH & =

Public Cloud L} XH 2} 71 &t Global Support Kubernetes
BP(Front/App) K| 2 GitHub Automation

NAVER
e ;e

dWS
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B romes Kim arossis
o Jnky (
@ - ¢
k=34
ﬁg nnnnnnnnnnnnnnnn <
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Multi Language

W Vuejs  @)spring Swift I Kotlin
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MSA(Micro Service Architecture)

CtAS Language X Framework A2 2 2 Monolithic Architecture 275

> MSA MEH
High Level Architecture(Services)

initial Console Platform (Kubernetes)

Notification
(Springboot / JAVA)

application(iOS/AOS) Mediator
initial App (Node / JS)

Authentication
(Springboot / JAVA)

IssuelVerify

Console Backend Batch Server
Fi
Auth | ! g cmm. iR (Springboot / JAVA) (Springboot / JAVA)
API Request + 1%
% T Cloud Agent
{ 11 (alohttp / Python)
Meta Data
Talls File
(alohttp / Python)
HOHIHTRIZ A
oA A3 N initial App Server
(Springboot / JAVA)
WoHRHXIX API Ston Blockchaln
(S oM XIX|2H Front ) (Golang)
L
Blockchain Tx
Mobile Wallet Platform (Kubernetes)
WebApp Front WebApp Backend
J' (Vue /JS) (Springboot / JAVA)
........ Partner Front Partner Backend
- (Vue / JS) (Springboot / JAVA)

Admin Backend
(Springboot / JAVA)

Admin nt
(Vue/Js)

Istio Gateway

Aumentlcnlon
(Golang)

Cloud Agent
(alohttp / Python)

— Digital Asset DigitalAsset Backend
(React/ JS) (Golang)
L

Wallet Manager

(Golang)

L) DEVOCEAN

Sicope] + ~ | (Sksbe chnterame | oevadcumer_~) | Shubemamespace] + ~ | (Sbasenice] +

Overview
Services per cluster Service types per cluster #Pods running by Service Top Services by # Pods running
" " KUBE SERVL. KUBE NAME.. KUBE.CLUST.. 4 PODS
. istoingres...istosystem  devdd-cus. 2
x istoegress.. istosystem  dev-did-lus. 2
w goldiocksd... goldiocks  devdidclus. 2
o i 4 datadogcu.. datadog  devidlus 2
Resources
U e 0 M
o a s i
CPU Usage by Service 1 ice
o N e 30 s o o e e
bt e amed. W hube e amed 8 hube chste e obe duster e 425 e e et W b duster e, obe custrramed.. B kbe chster.ramed. 425
Most CPU-intensive Services 4 Most memory-intensive Services -
590 dev-did-custe, argocd, argocd metrics 731 dev-did-cluster,defau, auth
463 dev-dd-cluster, argocd,argocserver, argocdserver metrics 655 devdid-cluser defaul, console-backend
335 dev-did-custr, default, console backend 605 dev-did-cluster, defaul, keycloak
243 devdid-duster, defau, notication 523 dev-did-custer, defaul, notfication
Sope | + = hubnchstr.rame wpgcmer ) sbe romespace| + + | (shubesevce |+ =
Overview
Services per cluster Service types per cluster #Pods running by Service Top Services by # Pods running
o © KUBESERVL.  KUBENAME.. KUBECLUST.. 4 PODS
“ auth Gk mwpstgd 3
0 Kubedns  kubesystem  mwpsig 2
w istod istosystem  mwp-stgl 2
R o synchronizer defoult mwpestged 2
Resources
CPU Usage by Service femory Service

1y

8 bube.duserrame-. 8 kb custer.name . . EG e ® ube.duste rame ube custrnames.. 8 kube chsternomes.. | +27
Most CPU-intensive Services 4 Most memory-intensive Services u«

0.8 mwpstg-custer, argocd, argocd-metrics 2065 mwpstg-custer, defaut, mainserver

463 mwpstg-cluster, argocd, argocd:server,argocd-server-metrcs 1044 mwp-stg-custer, defaut admin-server

359 mwpstg-cluster, kube-system, kube-dns 1033 mwpstg-custer, defaul, batch

381 mwp-stg-custer, defaut btch 997 mwpstg-custer, defaul, partnerserver

206 datauie ma P dofautt acrou




GitOps 1.0 = %

KubernetesO|| application= H| ZS}7| 2 OH 2l Q oF & ™ (deployment, service, persistent volume &)=
gitOl M &Sk, 11 278 = kubernetes 2t 80| B =5t 10 ST JEHE FAISHEE X| &= 7=

Code
Continuous @ change > Git —»  build ——»p» Image
Integration Y, (] Repo
Continuous Config N S— Scin
Deployment Updater '[j ging

S

Production
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=0{7}7]| Hof... D rian 3

O|H M|O|LI A= 2 7| =] Mt |82 CHEX| &1, K5[0 dala2 s7& L Lt
2N 7= HE &= Kubernetes 4 AFO| E Q| Specf
Devoceanl| M 27}=2| =2 & 0SHA|H &= L|LC}.

https://kubernetes.io/ko/

https.//devocean.sk.com/
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GitHub repository Xx»
GitHub 7|%} Build &4 1%
«  GitHub Actions &-&7%t Build & Deploy

Source Code Actions Workflow Trigger (Push) Build with Secret

(B sk Telecom - STON

o .. 54
¥ develop v mwp-admin-front / .github / workflows / S5 update-configuration:
@ Overview @ Repositories 56 needs: build-and-push-image
57 runs-on: ubuntu-20.04
q o y: kustomize

“{"i stonskt change bitbucktet account => khujin %
nft-smart-contract et 60 steps:

@saan, Yo o Do I10 Updsied1nowreps on: 61 - name: Checkout mwp-config

S p— 3 : 62 uses: actions/checkout@v2
63 with:

®un Yo o Oo 10 Updstedinowspo .

[  docker_build.yml ( DUSh' 64 repository: sktston/mep-config
nft-admin-frontend . 65 token: ${{ sgcrets.PAT }}
I - branches: 66 - name: Setup Kilonize

O  mirroryml |
nft-admin-backend Priv

67 id: setup-kustdmize
- develop a8
®un Yo fr0 ©o 110 Updstedhowape

uses: imranisngil/setup-kustomize@vl

69 with:
Afrontond. e ¥ develop ~  mwp-orchestrator / .github / workflows | paths—ignore: & S e :
7 - name: Update tHe image tag with Kustomize
. Yo o Q0 N0 Upduesthow s | s 1 H 1 - 1|
&= N glthub/** Zz id .update conflig-with-kustomize
Tft-config (beess . 74 W"-t‘ £ thub-actions
A p . ] ; . ) git config uder.name github-actio
Yo 0 G0 Mo tsasmazroe 1™ mikusnum add generate doc step on github actions workflow_dis patch H s g1t contiprudirsensiiithib-actionsds thibseon
nit-iBe (s 76 git checkout [${GITHUB_REF##x/}
. Yo fo Qo 10 ussezhosmen 77 git pull oridia UB_REF##%/}
78 cd overlays/${GITHUB_HEF##x/}
mwp-config (e (o 79 kustomize edit set imdge $ECR_REGISTRY/SECR_REPOSITORY:$IMAGE_TAG
¥o %0 Qs T [ docker. build.yml 80 it add kustomizationfvaml
mwp-document  privte ” B .I d T . = 7 I
Y pull_requestyml ul ri g g er =11 Py Actions secrdts

GitHub - 2= pushOf CHSHA build

- Private Repository buildvml - develop branchZt AtE
uild.ym

- Build % Docker image upload

https://docs.qithub.com/en/act
mirror.yml ions

- SKT Bitbucket2 2 Code backup

Actions Secrets
pull_request.yml - Build0f| 223t Secret2 Key

- PRA| lint + unit test A 3H StoreOf QHHSHA| 22|
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https://docs.github.com/en/actions

GitHub repository

Organization 2712 29

« GitHub Free Plan 2000min/Month Build 7t=

e iOS Build= x10 build A|Zt A2

« 70 Scheduled 2t & 2000min =1}
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@)

You've used 90% of included services for the
sktston account

®

020
O

GitHub Actions usage

Hello! We wanted to provide you with an update on your usage and
spending.

Private repository usage 1,818 of 2,000 mins included

You've used 90% of included services for GitHub Actions
To continue using Actions & Packages uninterrupted, update your
spending limit.

Your usage will reset on January 01, 2022.

Update spending limit

HEAH
= O

(B s« Telecom - STON

@ Overview ) Repositories (] Projects @ Packages A Teams A People

Q Find areposiory. Type + Language -

nft-smart-contract prvate
@siay Yo o Qo No

nft-backend private
@un Yo 0 Q0 Mo Updsedinosers

nft-admin-frontend  privse
owe Yo o Qo N

nft-admin-backend
®sa Yo %o Qo No u

nft-frontend prvate
@css Yo 0 Qo I10 Updeed haane

nft-config privae
Yo 0 Qo Mo Updaeznaussse

nft-k8s prvate
so Yo 0 Q0 [0 Updeesznousann

mwp-config  private
Yo 10 @4 Mo Upsaed3dmsar

mwp-document ' Frivie

@ Sottings

% Mobile Wallet Platform

@ Overview @ Repositories [[] Projects  © Packages A\ Teams A People

mwp-admin-front e
owe Yo ™o Qo N

mwp-main-server i
@in Yo 0 O1 Mo Updsiedsheusss

mwp-main-front priate
ow Yo ™o O1 N

mwp-mois-front i
®we Yo 0 Qo 110 Upduedadaysago

mwp-admin-server pivate

@ie Yo 0 o 10 pdedadomare

mwp-sdk-ios Frvate
®swn Yo o Q0 1o Updeindadersazo

mwp-sdk-android Private
@i ¥o o @0 No

mwp-main-publishing
o Yo o Qo Mo usazamsso

@ settings

5 Now repository

M A

MAn




Build & Config Update

Build 2I& ¥ AWS ECRE image upload o1l Tag 5 = Kustomiz e

« Config fileO| = ECRO| updateE! %|4l image tagE &

All workflows
Showing runs from all workflows

Q_ Filter workflow runs

200 workflow runs

© =gl ot A AMIZES| (TR, AALEW)

Mirroring #135: Commit c40a34b pushed by rockatansky88

@ thirdparty 0{E81 9f2t 7| 557k (etE7E 7, )
Mirroring #134: Commit f486e8b pushed by rockatansky88

@ Vue Application Version 7}
Mirroring #133: Commit 897d07c pushed by jwkim12

© Bump moment from 2.29.1to 2.29.2
Mirroring #132: Commit 862841 pushed by dependabot = bot

@ Vue Application Version &7}
Mirroring #131: Commit 897d07c pushed by jwkim12

@ Vue Application Version 7} .
Vue Cl with Docker #66: Ccm:&‘“dls?g@vmp | ete

@ Vue Apnblication Version 7t
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42
43
44
45
46
47

Kust

- name: Build, tag, and push image to Amazon ECR

woreECR upload

docker build -f $DOCKERFILE_PATH -t $ECR_REGISTRY/$ECR_REPOSITORY:$IMAGE_TA
docker push $ECR_REGISTRY/$ECR_REPOSITORY:$IMAGE_TAG

Stcps.
— name: Checkout mwp-config
uses: actions/checkout@v2
with:
repository: sktston/mwp-config
token: ${{ secrets.PAT }}
— name: Setup Kustomize
id: setup-kustomize
uses: imranismail/setup-kustomize@vl
with:
kustomize-version: "3.9.4"
- name: Update the image tag with Kustomize
id: update—config—with—kustomize

g1t config user.name github=actions

htt FZ§:fm?§¥;@m22§§j@f“s@git“”b' com

git pull origin ${GITHUB_REF##x/}
cd overlays/${GITHUB_REF##x/}

kustomize edit set image $ECR_REGISTRY/$ECR_REPOSITORY:$IMAGE_TAG

git add kustomization.yaml

git commit -m "Deploying image $ECR_REGISTRY/$ECR_REPOSITORY:$IMAGE_TAG"

git push origin ${GITHUB_REF##x/}

omize config update

>

Amazon ECR Repositories

o0
87
88
89
90
91
92
93

Private Public

Private repositories (16)

Q

Repository name

mwp/aca-py

mwp/admin-front

newiayg:

(3 207912665906.dkr.ecr.ap-northeast-2.amazonaws.com/mwp/aca-py

(3 207912665906.dkr.ecr.ap-northeast-2.amazonaws.com/mwp/admin-front

AWS ECR

CLlO3342Ul /Y1CIDNIDI/4£L0114£5d90U0CUd00/ 040

Created at

202114 84 3|
(UTC+09)
2021 108
(UTC+09)

-~ name: 207912665906.dkr.ecr.ap-northeast-2.amazonaws.com/mwp

newTag:

8f02c0b227776607ed1faa58%eacdfab7197dd44

- name: 207912665906.dkr.ecr.ap-northeast-2.amazonaws.com/mwp

newTag:

12bbf24eef757faf06714137c3ddb91ba21c6cf9

- name: 207912665906.dkr.ecr.ap-northeast-2.amazonaws.com/mwp

newTag:

90e8b73e84bbff5c0T9T0Te9802e08cb5618e5fd

- name: 207912665906.dkr.ecr.ap-northeast-2.amazonaws.com/mwp|

kustomization.yml



o0
87
88
89
90
91
92
93

Config & Deploy

ArgoCD Application0®|A ECR image2

e 24 image HZE HEF2

NEWIdUJ: ClO3340U1/YICIDDIDS/4£011£5d4Y00CUdoo/o40

EAEI

name: 207912665906.dkr.ecr.ap-northeast-2.amazonaws.com/mwp/clo

newTag: 8f02c0b227776607ed1faa589%eacdfab7197dd44

Applications mwp-dev

© APP DETAILS B APP DIFF < SYNC © SYNC STATUS *D HISTORY AND ROLLBACK © DELETE C' REFRESH v

APPLICATION DETAILS

a5 = Logout

name: 207912665906.dkr.ecr.ap-northeast-2.amazonaws.com/mwp/clo

newTag: 12bbf24eef757faf@67f4137c3ddb91ba21c6cf9

name: 207912665906.dkr.ecr.ap-northeast-2.amazonaws.com/mwp/mai

newTag: 90e8b73e84bbff5c0f970Te9802e08cb5618e5fd

name: 207912665906.dkr.ecr.ap-northeast-2.amazonaws.com/mwp/mai

L) DEVOCEAN

APP HEALTH CURRENT SYNC STATUS (" MORE LAST SYNC RESULT MORE )
@ ¥ Healthy @ Synced To develop (2b48a92) @ Sync OK To 2b48a92
Succeeded 3 days ago (Fri Apr 15 2022 17:34:19
Author: ithub-acti GMT+0900)
Comment: Deploying image 207912665906 dkr.ecr.ap-n... Author:  github
Comment: Deplovmq image 207912665906 dkcecta ap-n..
= l' I. T TR : e
4 e Amonths = g  cloudagent-datastore-f478d54.. ¢
ba g bl | R :
II ,I ’ pod (6 days )((running )(2/2
4
1+ g BE  cloudagent-proxy-dd764d45b-p... &
11 - W e :
11 . cloudagent-proxy . pod (S days) (running) (272)
777 S
| o , e (Smonths = o, ." cloudagent-proxy-dd764d45b-s... &
o :
" / pr—
i. 1’ ‘ pod (6 days ) running )(2/2)
’
Con lg "o, % mainfront574895f-68pv :
VAR - w e pva H
1 7 . P
AL e main-front : pod 3 days )(running )(272)
o - mmn VO s
platform-vs E Ve Amonths = o ." :ain'front7574895frfsﬁbm E
yirtuaizervice ‘\- ~ ~ J[4months) pod 3 days )(‘running )(2/2
~ ~ (
LIRS S main-server s B main-server-655cc946bd-mmrnc 8
~ =
WO N M TTIK ) : W :
WS N ~ < sve (@months pod 5 days ) (running )
\
AR N - i o
\ ~ mois-front Sl - mois-front-66¢7d9d5d7-dv7xd B
A T THR T : v . L
\ ‘\ N sve 12days = 11 days )(running )
AN - R
\~ mwp-asset-admin e mwp-asset-admin-6dbf4cc54d-... &
Vs IR ] : v :
\ \ i amonth pod 18 days ) ‘running ) (2/2)
\ AY
\ \ " BE  nydus-76496bf9b-snhf5 .
[ y .d' L4 :
\‘ v 5 s H = (78 days) (running)(272)
e ~—1 dus-76496bf9b-xpn2n e
\ 2months = . .' n'y H
“ el 18 days 272
.
orchestrator-9b759ff6-2ww4t H
. - w o :




Deploy & Environment Setting

Config2| overlays M2 0j 2} &

ol
=

 ~
ot

imag

oo Nnewidyg: Clo3342U1/Y1CIDDID3/440114£5d90UCUdA0D/ 040 :;
87 - name: 207912665906.dkr.ecr.ap-northeast-2.amazonaws.com/mwp/c Lot 59
88 newTag: 8f02c@b227776607ed1faa589%eacdfab7197dd44 60
89 - name: 2@7912665906.dkrAecr.ap—northeast—z.amazonaws.com/mwp/clm_—,—P 61
> newTag: 12bbf24eef757faf@67f4137c3ddb91ba21c6cf9 62
91 - name: 207912665906.dkr.ecr.ap-northeast-2.amazonaws.com/mwp/mail 63
92 newTag: 90e8b73e84bbff5c0f9f0fe9802e08cb5618e5fd 64
93 - name: 207912665906.dkr.ecr.ap-northeast-2.amazonaws.com/mwp/mail 55
¥ develop +  mwp-confid / overlays /
o0 NEwWIdyg: Clo3342Ul1/Y1CID0DID3/4£40114£35d9UULUdADD/ L4
github-actions Deploying image 207912¢ 87 - name: 207912665906.dkr.ecr.ap-northeast-2.amazonaws.com/mwp/c Lot 18
88 newTag: 8f02c@b227776607ed1faa589%eacdfab7197dd44 19
89 - name: 207912665906.dkr.ecr.ap-northeast-2.amazonaws.com/mwp/c Lot 20
- .
> g newTag: 12bbf24eef757faf@67f4137c3ddb91ba21c6cf9 '—|—> o
91 - name: 207912665906.dkr.ecr.ap-northeast-2.amazonaws.com/mwp/mail 22
B local 92 newTag: 90e8b73e84bbff5c0f9f0fe9802e08cb5618e5fd 23
93 - name: 207912665906.dkr.ecr.ap-northeast-2.amazonaws.com/mwp/mail 24
oo NEWIdY: ClO3342Ul/Y1CIDUID3/4£011£3dYUULUdADD/ D40
D .sopsyaml 87 = name: 207912665906.dkr.ecr.ap-northeast-2.amazonaws.com/mwp/clot 1
88 newTag: 8f02c@b227776607ed1faa589%eacdfab7197dd44 16
89 - name: 207912665906.dkr.ecr.ap-northeast-2.amazonaws.com/mwp/c Lot 1;
—> :
90 newTag: 12bbf24eef757faf@67f4137c3ddb91ba21c6cf9 —\—> 10
91 - name: 207912665906.dkr.ecr.ap-northeast-2.amazonaws.com/mwp/maif 20
92 newTag: 90e8b73e84bbff5c0f9f0fe9802e@8cb5618e5fd 21
93 - name: 207912665906.dkr.ecr.ap-northeast-2.amazonaws.com/mwp/mail 22
23
24
25

Image tag 9!
- Config/overlays/{{env}}/kustomization.yml
- {env}= develop/staging/prd

L) DEVOCEAN

[~

- Config/overlays/{{env}}/secret.enc.yaml

eS

[ -

configMapGenerator:
— behavior: replace
literals:

2}

3

HH

==
=

pod

— ingress-url="https://test.mobile-wa| > E

— env-profile=test
name: platform-config
— behavior: replace
literals:
— access—-token-exp=1200m

configMapGenerator:
- behavior: replace

literals:

— ingress-url="https://dev. mobile‘—,—>momhs 5

- env-profile=dev
name: platform-config
behavior: replace

generators:
- ./secret-generator.yaml

configMapGenerator:
- behavior: replace
literals:

- ingress-url="https://www.mobile-wallet.(

- env-profile=prod
name: platform-config
- behavior: replace

SE48%8 MI"

months o, o,

_— >

months Je ..

Deploy

- Config/overlays/{{env}}/kustomization.yml
- {env}= develop/staging/main(prd)

Deploy

6 days ) running )(2/2)
cloudagent-proxy-dd764d45b-p... ¢
L 4

(6 days ) (running ) (2/2.

cloudagent-proxy-dd764d45b-s..
L 4

s

(6 days )(‘running )(2/2.

main-front-574895f-68pvq

6 days )( running )(2/2))

cloudagent-proxy-dd764d45b-p...
L\ 4

(6 days ) (running ) (2/2.

cloudagent-proxy-dd764d45b-s...
L 4

(6 days ) (running )(2/2.

main-front-574895f-68pvq .

6 days ) (running ) (2/2)
cloudagent-proxy-dd764d45b-p... §
@ B

6 days ) running )(2/2)
cloudagent-proxy-dd764d45b-s... §
@ H

6 days ) running )( 2/2.

main-front-574895f-68pva H

2} 2hE0 XA Bz



Production Deploy

2 #a|xt 22l £ Zt imageS ME{N HjE
- Develop/Staging TestZ 2%t ServiceOll CHoH A config update SF11 H =

. |
a1
E
o B Github
, AWS
L ArgoCD Config @ ArQOCD Kubernetes
Develop branch B <

Auto Sync ¥
BASE config — inherit overlay/develop Auto De\_/ebp e Develop Infra
: Application
- -
PR & Merge g * . -~
; i o x

# OO0

Staging branch i Staging Moty i
p A —Manual Sync Sta Infra
# QA Mmhem_.' overlay/staging '—Auto— L App|lcat[on | Y glng I

; 4
FR &VMerrge Production _i&*
- Application 2 Production Infra

. J
j—Auto -]

Production br:

# é:l. g BASE config inherit

overlay/production

# Manual Sync

D /SERVICEACCOUNT/KUBE-SYSTEM/EKS-ADMIN &

([ APPS/DEPLOYMENT/DEFAULT/ACA-PY @

APPS/DEPLOYMENT/DEFAULT/ADMIN-FRONT ©

APPS/DEPLOYMENT/DEFAULT/ADMIN-SERVER ©

CREATED_AT 09/27/2p21 19:11:0
APPS/DEPLOYMENT/DEFAULT/AUTH ©
(] APPS/DEPLOYMENT/DEFAULT/BATCH @
REPO URL
APPS/DEPLOYMENT/DEFAULT/CLOUDAGENT-DATASTORE €
APPS/DEPLOYMENT/DEFAULT/CLOUDAGENT-PROXY ©
TARGET REVISION APPS/DEPLOYMENT/DEFAULT/MAIN-FRONT €
APPS/DEPLOYMENT/DEFAULT/MAIN-SERVER ©
PATH overlays/main APPS/DEPLOYMENT/DEFAULT/MOIS-FRONT €

([ APPS/DEPLOYMENT/DEFAULT/MWP-ASSETADMIN @

[J APPs/DEPLOYMENT/DEFAULT/NYDUS @
APPS/DEPLOYMENT/DEFAULT/ORCHESTRATOR €

(] APPS/DEPLOYMENT/DEFAULT/PARTNER-FRONT @

{1 APPS/DEPLOYMENT/DEFAULT/PARTNER-SERVER @

L) DEVOCEAN



Git Config Tree Structure - Istio Proxy

—— README.md
—— base

f—— service.yaml
—— backend.yaml
j—— istio-egress.yaml
p—— istio-ingress.yaml
p—— istio-security.yaml
f—— kustomization.ya
L—— postgred.yaml
—— operator

j—— datadog
| b datgdog-operator-main.yam|

E Al
o L

S R=l
o

Service Mesh?t X 2| & 2|5l Istio(with circuit breaker) &

Outbound rule(domain)
Inbound rule

Auth rule

.? console-backend-59b7d6fc6f-444cl @
por

| . SUMMARY EVENTS LOGS
| | —— datadog-operator-staging.yaml S
| P —— .
| f—— istio-pperator-develop.yaml SR AN
. . >
| L—— istio-operator-local.yaml
L—— overlays o Q00
|— vel : A : s INIT CONTAINI| console-backend 61  [2022-04-13T09:10:57.1242] "= - =" 0 - =" 774200 271 2255 - " -t
| de eko% . | apiVersion: networking.istio.io/vlalpha3 60 [2022-04-13T09:10:45.4312] "o - 2816 441 20101 - 19
I— ube-ingress.yam ind: i o OACALEY 59 [2022-04-13T09:11:05.5322] 0 - 2816 441 20099 - 19
| Kust 9 ti y | Kings: Sy Iccbatny o el 58 [2022-04-13T09:11:25.6322] 0.~ 2816 441 20101 - 19
l— ustomization.yam metadata: NIT-DB 57 [2022-04-13T09:11:57.117Z] 0.~ 761552 271 2363 "1
| patCh-SeNICG-yam| name: minwise-pass-ext STIOANIT \ {33%3:32:3333:iiiggiggi} g z ggig 2:1 fggg; z ig
| patch-backend.yai cpec e R i
| I— patch—istio-egress.yaml hosts: 52 [2022-04-13’1‘09;1z§452040z1 - m "0 -" 2816 441 20091 - "-" "-" "o "19
C no . n 51 [2022-04-13T09:13:19.3172] "POST /console-backend/ledger/settlements HTTP/1.1" 200
| I— patch—lstlo—lngress.yaml - www.tauth.net 5 [2022-04-13T09:13:05.1312] " %0 " 2816 441 15112 - " g
- [2022-04-13T09:13:20.2442] " " 2678 441 5087 -
| serviceaccount-rolebinding.yaml ports: [2022-04-13T09:13:25.3322] " " 2818 441 20101 -
i _ . [2022-04-13T09:13:57.1152] " " 772515 271 2344 -
main number: 443 (2022-04-13T09:13:45.4332] " " 2816 441 20099 -
I— autoscale.yaml name: https [2022-04-13T09:14:05.5322] " " 2816 441 20100 -
S [2022-04-13T08:41:13.6632] " " 2014 722 1993860 -
I— destlnatlon-rule.yaml protocol: HTTPS [2022-04-13T09:14:25.6322] " " 2816 441 20107 - "
. . 12 [2022-04-13T09:14:57.1162] " 769811 271 2264 -
p—— istio-auth-security.yaml — i1 [2022-04-13T09:14:45.7402] 2816 365 20093 -
izati 10 [2022-04-13T09:15:05.8332] 2818 365 19097 -
kUStomlzat‘lon'yaml [2022-04-13T08:42:54.3992] 440 596 1952499 -
_servicevam egress outbound sample (2022-04-13T08:42:24.4822] 440 596 1994776
patch-service.ya
[2022-04-13709 5152493181 § 2BL0x305520100 =

l— Inafrh-harl(nnd ynml
—— patch-istio-egress.yaml
l— pnfrh-icfin-ingrpcc y:\ml
f—— patch-kube-ingress.yaml
p—— secret-generator.yaml
L—— secret.encyaml

—— staging

—— autoscale.yaml
—— kustomization.yam|

3

[AWS EKS-912l2] AWS EKS 0] Istio 4| 3! 4%

AWS EKS 0f 482 3t Kubernetes AH|A 27 Al2|X 1. eksctlg AT AWS EKS 44 2. AWS EKS 0f Istio %] & 47 3. AWS EKS

0j|A Istio 2 Application Load Balancer ¢4 4. Kubernetes 2| Resources 88 & 23t VPA & Goldilocks 5. AWS EKS 2] Cluster

Autoscaler 87 6. LokiE 0|&3t £4/2 Kubernetes Logging 7. Kubernetes/Istio & ${3t Datadog 4% 8. Argo CD 4| X 4% Isti...

—— patch-service.yaml Angzéon x: #Amazon Web Service
patCh-baCkendyaI’Tﬂ z Thomas 220302 ®398 ©5 B0

—— patch-istio-egress.yaml

—— patch-istio-ingress.yam S SN

|—— patch-kube-ingress.yaml
—— secret-generator.yaml
L—— secret.enc.yaml

L) DEVOCEAN
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bIndex=&idList=%5B163659%2C+163658%2C+163657%2C+163656%2C+163655%2C+163654%5D



Git Config Tree

—— README.md

—— base

f—— service.yaml

p—— backend.yaml
j—— istio-egress.yaml
p—— istio-ingress.yaml
f—— istio-security.yaml
f—— kustomization.yaml
L—— postgres.yaml

—— operator

j—— datadog
| —— datadog-operator-main.yaml

|
| | L—— datadog-operator-staging.yaml
|
|
|

Outbound rule
Inbound rule
Auth rule

L—— istio
p—— istio-operator-develop.yaml
L istio-operator-local.yaml
L—— overlays

Structure — Auto Scale

© N U WN R

Traffic 57} Ll 82 22t Autoscale

apiVersion: autoscaling/v2beta2
kind: HorizontalPodAutoscaler
metadata:
name: auth
spec:
scaleTargetRef:
apiVersion: apps/vl
kind: Deployment
name: auth

—— develop
p—— kube-ingress.yaml
p—— kustomization.yaml

p—— patch-service.yaml
—— patch-backend.yaml

f—— patch-istio-egress.yaml

p—— patch-istio-ingress.yaml

L—— serviceaccount-rolebinding.yaml
main

—+ autoscale.yaml

|
|
|
|
|
|
|
|
[
|
| | —destination=rutecyaml
|
|
|
|
|
|
|
|
|

p—— istio-auth-security.yaml
f—— kustomization.yaml
p—— patch-service.yaml
—— patch-backend.yaml
f—— patch-istio-egress.yaml
p—— patch-istio-ingress.yaml
f—— patch-kube-ingress.yaml

p—— secret-generator.yaml
L—— secret.enc.yaml
L—— staging

—[autoscaleyami |
—— kustomization.yaml
—— patch-service.yaml
—— patch-backend.yaml
—— patch-istio-egress.yaml
—— patch-istio-ingress.yaml
—— patch-kube-ingress.yaml

—— secret-generator.yaml
L—— secret.enc.yaml

L) DEVOCEAN

=
s

11

> minReplicas: 3

maxReplicas: 10
metrics:

- type: Resource
resource:
name: cpu
target:

type: Utilization
| averageUtilization: 100
behavior:

| scaleDown:
stabilizationWindowSeconds: 300

policies:
- type: Percent
value: 50
periodSeconds: 30
scaleUp:
stabilizationWindowSeconds: @

policies:

- type: Percent
value: 100
periodSeconds: 15

- type: Pods
value: 4
periodSeconds: 15

selectPolicy: Max

# Total TPS

N
—1O

01.Total Transactions per Second

180
150
1400
120
1200
1100

L

ANV

700

g8

Total Number of Transactions
o

283

o8

= Ay e ARV

", ¢

005 0010 0015 00X 00 0eM

Legend
TEAe% @9 e N 2@

[A[Cal= [Sce= [Messurement o TG
0 1 Pass 000 ERIEE]

« [Gragh Mawmam v | Gragh Medan
TEs0 REZ)

~Tox
£

(20h 513 Devahor ~.

]
]

E3)

# Pods Running (servicePod)

Pods Running

Max 10 pods

Min 3 pods




Git Config Tree Structure — KSOPS

—— README.md
—— base
f—— service.yaml

. A Flexible Kustomize Plugin for SOPS Encrypted Resource

p—— istio-ingress.yaml

— istio-security.yaml (Kubernetes + AWS KMS + Kustomize + KSOPS)

f—— kustomization.yaml
L—— postgres.yaml

—— operator

j—— datadog
| —— datadog-operator-main.yaml

|
| | L—— datadog-operator-staging.yaml
|
|

L—— istio
p—— istio-operator-develop.yaml
L istio-operator-local.yaml
L—— overlays

—— develop

— kube-in.gre_ss.yaml 27 version: 3.7.2
f—— kustomization.yaml

b—— patch-kube-ingress.yaml

—+ secret-generator.yam
L—L secret.enc.yaml

L—— staging
—— autoscale.yaml
—— kustomization.yaml

—— patch-service.yaml
—— patch-backend.yaml

—— patch-istio-egress.yaml
—— patch-istio-ingress.yaml
—— patch-kube-ingress.yaml

—— secret-generator.yaml
——|secret.enc.yaml

£V O o, SR 1 W

|

|

|  }—— patch-service.yaml 28 -

| }—— patch-backend.yaml 29 apiVersion: vi1

|  }—— patch-istio-egress.yaml 30  data:

|  }—— patch-istio-ingress.yaml

| L—— serviceaccount-rolebinding.yaml 31 db-pass: ENC[AES25

F—— main 32 db-url: ENC[AES256_G

| autoscale.yaml 33— »  jut-secret: ENCIAES2. # ArgoCDOIl Al SecretS decryption 501 HHZ

|  }—— destination-rule.yaml

| |—— istio-auth-security.yaml 34 wallet-key: ENCIAES2

| kustﬁmization-yarrlwl 35 redis-url: ENC[AES25
—— patch-service.yam ;

I — Eatch-backené{.yaml 46 Kings Sechor

| b patch-istio-egress.yaml 37 metadata:

i —— patch-istio-ingress.yaml 38 name: acapy-secrets

|

|

L) DEVOCEAN



Monitoring

Datadog Alarm

Z2 Tools MEdH =4 2[Ar0]| ZEA} . Datadog Slack notification

#monitoring 2 v
Hide Controls

ﬂ + 1z 7}
Notified

DATADOG AI I DaSh boa rds @slack-SK_Mobile_Wallet-monitoring

0.06

v Preset Lists 28 total 005
¢ All Custom o
NAME iz
¢ All Hosts | luation:
Kubernetes Nodes Overview (cloned) ™ T e~
¢ All Integrations ure

Kubernetes Pods Overview (cloned) Datadog ¥ 22 10:44
Triggered: Service istio-ingressgateway has a high p90 latency on env:initial-prod

Istio overview (v1.5+) @slack-SK_Mobile_Wallet-monitoring

¢ All Shared

|8 Dashboards

Ty Created By You

Tﬁ? Frequently Viewed By You istio-ingressgateway 90th percentile latency is too high.

Kubernetes DeplOymen[S Overview trace.envoy.proxy over env:initial-prod,service:istio-ingressgateway was > 1.0 on
average during the last 10m.

Metric value: 1.668 (11kB) ~

57 Recently Deleted

Kubernetes Pods Overview
¥ Security and Compliance

Notified
APM Traces - Estimated Usage @slack-SK_Mobile_Wallet-monitoring
s
CoreDNS .
.
Docker - Overview
s last 10m percentile: 1.67sh
e ]
Host Counts O das 13500 1315 [ —
Istio Dashboard (< v1.5) Mute Monitor Declare Incident

) Recovered: Service istio-ingressgateway has a high p90 latency on env:initial-prod
Kubernetes DaemonSets Overview @slack-SK_Mobile_Wallet-monitoring

istio-ingressgateway 90th percentile latency is too high.
Kubernetes Jobs and Cronjobs Overview
trace.envoy.proxy over env:initial-prod,service:istio-ingressgateway was <= 1.0 on

Kubernetes Nodes Overview average during the last 10m.

Metric value: 0.733 (12kB) ~
Notified
@slack-SK_Mobile_Wallet-monitoring

s

Kubernetes - Overview

Kubernetes Replicasets Overview

6

i

Kubernetes Services Overview g
2
Kubernetes StatefulSets Overview , fast {0 pércentile: 73336m3

12145 13100 13115 1330
urc
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Todo

Auto Integration test (Ops)

. Unit test= A2t HESIAKX|CH AILLE| R TestE HEQHE = AH|AT[H X532t AT HE O (~=4)

NFT 2 413 MH|2 7H% (Dev)
. MZE 7]&/Mu| 2 T
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Contact

EE L

https://devocean.sk.com/experts/view.do?page=&query=&ID=khujin&searchData=DevOps&idList=%5B163746%
2C+163709%2C+163703%2C+163551%2C+163677%5D&sublndex=

ojo| S8Y HAlZ

***hyeon.ju@sk.com 20.09.23 3

O #Devops

SKE2|Z0llM 2018 HAKE] 222! 7|4 QUS| AEE Public Cloudol| 7Hg M 3stm, $ixf AR5} 22 5IUALICE
f=ni=clink ‘ ’ HEY MH EEH|2l Node 7%, Back-end, Front-end JHLS& T2 1, ArgoCD, K8sE AL&5101 DevOps i ZIstn A&Hch

Total 3

MH|2FQ! MSAOM &2 CI/CD EX

RIS 28 MSAZ DevOpsE HSolol 42 MHl2 EAIE 2451 T(HPIS 71& 25 AIBBHE7| AWS SBEL MSA Ml 20 HBE
Kubernetes 2 A7} 00l A4} Ol Al2iXe| 340! CI/CD B0l chshAl AHBHDA} Sict, g 2ol 92| BAES GitOps1.08 &
T 5HD IckD SHgHch GitOpsel WAl % ATES FRYSH 48017} ML HEel MBS MRrRLICk SiXIt 84S ofele ZELICE..

#DevOps #Microservice Architecture #Kubernetes #Git #Amazon Web Service

v ziE 220308 ©526 ©4 Do
L4

AAA-A AWS 2UZ9! MSA MH|A 0| M2E Kubernetes i 27|
g X2 22 MSA% DevOpsE H2510] 418 AH|A HAIS sH & (Hip)et 71 2E ArBsiE7| x| Ci2EEQl A7Hofl 0]0] HHAH AWSOllA A
HlA SAE! 27 A FMo| CifsiA 21| A7t XE SHCh IHO| $TH AH|Ao| Z2A0 CshA B E S2i2 ofzfet it ChA AH|A (Any
! Open B2) 7HoEH M2l A% (Y22l Be) 9 £218 IO 2 Ofefet 22 Architecture?t 33 HI%Ch [Figure 1] AWS Simple...

#Kubernetes #DevOps #Amazon Web Service

v@ Z# 220118 ©2143 Q6 D3
L4
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Special Thanks To

4A7|(Thomas) skt.1111747@sk.com
57H SRYN.0222 ANBL12 1

#Kubernetes

2220k MSA, Kubernetes, Istio, AWS, CI/CD (Argo CD, Kustomize, Github Actions), Spring Boot, Hibernate
# SK Telecom®| Backend 7HEZXtiL|C}.

# At| A 728 0l DevOpso| 2410| Z&LIC

# 4%l Blockchain Z21E& Kubernetes/Istio £ 2610 MSA A74| & 7H&st &L C

E0p7p|

L) DEVOCEAN

Amazon
EKS

Amazon
EKS

Amazon
EKS

N

Amazon
EKS

3

Amazon
EKS

[AWS EKS-217li6] LokiE 0] &%t £4{2 Kubernetes Logging

AWS EKS 0f| &-82 {8t Kubernetes AH|A H3 Al2|= 1. eksctlS AF2SHAWS EKS 44 2. AWS EKS 0] Istio M| & 27 3. AWS EKS
0| Istio 2t Application Load Balancer ¢ 4. Kubernetes 2| Resources 8732 {8t VPA U Goldilocks 5. AWS EKS 2| Cluster
Autoscaler 47 6. Loki& 0|88t £42 Kubernetes Logging 7. Kubernetes/Istio & 98t Datadog 4% 8. Argo CD 4*| U 4% Lo...

#Kubernetes

@ Thomas 1220414 @418 ©3 D1

[AWS EKS-91xli5] AWS EKS 2| Cluster Autoscaler 4%

AWS EKS 0f| &82 8t Kubernetes AH|A A7 Al2|= 1. eksctlS AFEEHAWS EKS 44 2. AWS EKS 0f Istio HX| % 2% 3. AWS EKS
0j|Af Istio 2} Application Load Balancer 2 4. Kubernetes 2| Resources 482 23t VPA U Goldilocks 5. AWS EKS 2] Cluster
Autoscaler 87 6. Loki& 0|8% 242 Kubernetes Logging 7. Kubernetes/Istio & ${3t Datadog 47 8. Argo CD H*| ¥ &%3...

#Kubernetes #Amazon Web Service

g Thomas 220407 @270 ©2 D0

[AWS EKS-21%ll4] Kubernetes 2] Resources 232 2%t VPA U Goldilocks

AWS EKS 0f| 482 9/3t Kubernetes Alt|A 47 Al2|= 1. eksctlS AtBTHAWS EKS 4 2. AWS EKS 0fl Istio #%| U 4% 3. AWS EKS
0j|A Istio 2 Application Load Balancer ¥ 4. Kubernetes 2| Resources 882 23t VPA U Goldilocks 5. AWS EKS 2] Cluster
Autoscaler 47 6. Loki& 0|83t £4{2 Kubernetes Logging 7. Kubernetes/Istio & ${$t Datadog 47 8. Argo CD M*| U 4%4...

#Kubernetes

@ Thomas 1220323 @287 ©4 DO

[AWS EKS-21x}{3] Istio 2 Application Load Balancer 91Z

AWS EKS 0ff &85 2/t Kubernetes AMu|2 478 A[2|X 1. eksctlS ALETH AWS EKS ‘84 2. AWS EKS 0f Istio | & &7 3. AWS EKS
0j|A Istio 2 Application Load Balancer 1 4. Kubernetes 2| Resources 482 213t VPA U Goldilocks 5. AWS EKS 2] Cluster
Autoscaler 47 6. Loki& 0|88t £42 Kubernetes Logging 7. Kubernetes/Istio & ${8t Datadog 4% 8. Argo CD #%| & 47 EK...

#Kubernetes #Amazon Web Service

@ Thomas [22.03.14 @399 ©4 DO

[AWS EKS-237li2] AWS EKS 0f Istio &%] ! 4%

AWS EKS 0f] 482 9{8t Kubernetes AH|A 47 A|2|= 1. eksctlS AH2TH AWS EKS 4’d 2. AWS EKS 0f| Istio %] % 4% 3. AWS EKS
0j|Af Istio 2} Application Load Balancer 1 4. Kubernetes 2| Resources 482 %t VPA U Goldilocks 5. AWS EKS 2] Cluster
Autoscaler 47 6. Loki& 0|88 242 Kubernetes Logging 7. Kubernetes/Istio & ${3t Datadog 4% 8. Argo CD 4*| U 4% Isti...

#Kubernetes #Amazon Web Service

@ Thomas | 22.03.02 @405 ©5 Do



