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Polymorphic locks

» Traditionally, only the owner of the private key ‘ can decrypt
» In polymorphic encryption we use malleable locks:

I with multiple keys 4 ‘ L e oo

» By turning the wheel, the lock can be morphed to a specific key:
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ARX

Data Anonymization Tool

ARX is a comprehensive open source software for anonymizing sensitive personal data. It supports a wide variety of (1) privacy and

risk models, (2) methods for transforming data and (3) methods for analyzing the usefulness of output data.

The software has been used in a variety of contexts, including commercial big data analytics platforms, research projects, clinical

trial data sharing and for training purposes.

ARX is able to handle large datasets on commodity hardware and it features an intuitive cross-platform graphical user interface. You

can find further information here, or directly proceed to our downloads section.
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« ISO/IEC 20889:2018 Annex. A

-t A\ —h - -, e
olLto| 2| 7|=8r= AI2SH= Zd0| OtL et i 7|== SH A5l Of et
b - = o —_ A = - | o .
Technique name Data Applicableto | Applicable to Reduces the risk of
lrmhfu(:l;es'sl types of values typ_;s of " Csi'“ﬁuk‘g mg Q’ﬁelﬁ"
atrecord leve! attributes aut) | N} e
Statistical tools o o 78 B 6
Sampling P N
Eiggregarioﬁ \ N/A Continuous, | Allattributes | /Yes | fos '\ f/ Yesl’
N ) discrete ! = | &
Cryptographic tools Yes ey
S0l 3 Yots o1 S20i tha Yopks o1 Deterministic Yes Al Alatributes | No [/Partially ] o
NedER g ELE encyptio e
Single out o 2 ZE2E 1A G grder-g;{;szerrmg Yes All All attributes No Partially No
neryption
SH=T ‘
— outa} Homomorphic ™/ Yes All All attributes No_ 1 Ne——r-No
S I Annex A
U= M:{';"—)'F___/' - X A A Homomorphicsecrety’  Yes All All attributes No L —No—T— No 8
o = 4o harii 1\
234 245/ X A X sharing N
=M EELS FES Suppression Yes \
=8 o5/ X X X Hexy=g A A A Masking Yes Categorical Locall identi- Yes Partially No
SEH2RL7|Y ofo|220122) fiers
A #Ho|M A A Local suppression Yes Categorical |d9:lt'll£) ltng at- | Partially | Partially | Partially Technique name Data Applicable to | Applicable to Reduces the risk of
ributes T
truthfulness |typesofvalues| types of T sz o]
OtAZ -
23 o A X AHZZ2}O[EHA| o] o] A Record suppression Yes N/A N/A Partially | Partially | Partially atrecord level attributes Sn:gl::ng ok | Mot
2FotAaYy ; / ‘ " iallv ially ially |
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HEFE HEERE0 Ao EE0| 0Y 240|038 S Pseudonym_lgarlon Yes Categorical Dxrefcite ﬂenn- No Partially No tributes
71245} X A X B0 stet L - - — Micro aggregation No Continuous | Indirectidenti-|  No Partially | Partially
Generalization / Yes All, sub]gct to lden(‘lfymg at- fiers, and all
{ meaning tributes e attributes
| . . 4
Rounding Yes Continuous [de:l:igyiltgi at- No Partially | Partially Diﬂmr\@l privacy No Al Identifying at- Yes Yes ‘ Partially
i S z
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TQpﬂzothtjz‘:@\mm Yes C°f,1r‘(';;,‘ff,"s’ lde::ﬁl{gg a- | No Partially | Partially W‘ﬁ:{w@ Yesd All Quasiidenti- |  Yes ‘ Partially |  No
[ s r fiers
foal ’ se 3 S— !
Randomx\z&po - e Ide::ilg}:lltgf 2 3 Ifthe data principal record is not included in the sample.
Noise addition No Continuous | Identifyingat- | Partially | Partially | Partially b Unless K-anonymity s mplemented using microzggregation
tributes N/A Not applicable.
2 [fthe data principal record is not included in the sample.
b Unless K-anonymity is implemented using microaggregation. ‘%
&l ALK = © {
DEVOCEAN N/A Not applicable. ItHe] A ; 61
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« ISO/IEC 20889:2018
« Privacy enhancing data de-identification terminology and classification of
techniques
. ENISA FHUERIIEEEZ R) - The European Union Agency for Cybersecurity
Recommendations on shaping technology according to GDPR provisions - An
overview on data pseudonymization, 2018
« Pseudonymisation techniques and best practices, 2019
« Data Pseudonymisation - Advanced Techniques and Use Cases, 2021
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